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EMPLOYERS CANNOT GET THE MESSAGE:
TEXT MESSAGING AND EMPLOYEE PRIVACY
"The extent to which the Fourth Amendment provides protection for the
contents of electronic communications in the Internet age is an open
question." I
I.

INTRODUCTION: IT'S A TEXTUAL WORLD

Millions of Americans have used them to vote for their favorite
"American Idol" contestant. 2 Colleges and universities use them to inform
students of security alerts or weather warnings. 3 Barack Obama used one
to announce his vice-presidential candidate. 4 Kobe Bryant used them to
assert his innocence in his sexual assault case. 5 Many people use them to
1. Quon v. Arch Wireless Operating Co., 529 F.3d 892, 904 (9th Cir. 2008)
(evaluating employee privacy rights in text communications), reh'g en banc denied,
554 F.3d 769 (9th Cir. 2009).
2. See "American Idol"-Cook-ed by TXT Messages, http://gigaom.com/
2008/05/22/american-idol-cook-ed-by-txt-messages/
(May 22, 2008, 14:24 PM
PST) ("[Tihe most recent season of "American Idol" show generated 78 million
text messages-up from 67 million last season.").
3. See Alison Go, Text Message Alerts-A First Look, U.S. NEWS & WORLD REP.,
Jan. 3, 2008, at 66, available at http://www.usnews.com/articles/education/2008/
01/03/text-message-alerts-a-first-look.html (noting use of text messages to update students on weather alerts or power failures); Clifford M. Marks, Harvard to
Text Message Alerts, HARv. CRIMSON, Sept. 12, 2007, availableat http://www.thecrimson.com/article.aspx?ref=519486 ("[T]he use of [text messaging] alert systems on
university campuses has expanded dramatically since the Virginia Tech shooting .... "). In the wake of recent school shootings, numerous universities have
implemented text messaging alert systems to warn students of danger. See Marks,
supra (outlining increase in text messaging alert systems). "[W]hile hundreds of
campuses have adopted text alerts, most students are not embracing the systemeven in an age when they consider their mobile phones indispensable." Alan
Scher Zagier, College Students Slow to Embrace Text Alerts, USA TODAY, Feb. 28, 2008,
available at http://www.usatoday.com/tech/wireless/phones/2008-02-28-cell
phone-alertsN.htm. Some campus participation rates are lower than 30%. See id.
(comparing participation rates among universities with text messaging alert systems). Even more telling is the fact that "at Virginia Tech, where a gunman killed
32 people and himself.., four in 10 students still have not signed up for emergency text alerts." Id. Nevertheless, campus officials are relying on younger generations, who are more integrated with text messaging and mobile communication,
to increase participation in the programs. See, e.g., id. ("At Princeton, 90% of firstyear students are enrolled, compared with an overall rate of 64% for all
undergraduates.").
4. See Jessica Yellin, Campaign: Obama's VP Choice to Be Announced Saturday,
CNN, Aug. 22, 2008, http://www.cnn.com/2008/POLITICS/08/22/obama.vp/
("Sen. Barack Obama's choice for running mate will be announced to supporters
in a text message Saturday morning .... ). For further discussion of the importance of text messaging in politics, see infra note 13.
5. See Kobe Team Gets Text Message Help, CBS NEws, June 18, 2004, http://www.
cbsnews.com/stories/2004/06/21/national/main624983.shtml
(noting text
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start or end romantic relationships. 6 In fact, many teenagers actually prefer them to talking. 7 Almost overnight, text messages have become the
8
preferred medium of communication for millions of people worldwide.
messages "might impeach statements or testimony, making them potentially
'highly relevant'").
6. See A Nation of Textperts, http://www.leeds365.co.uk/textperts.htm (last
visited Apr. 13, 2009) (surveying role of texting in personal relationships). For
example, "'[t]ext [s]ex' is on the increase with 38% of people admitting to sending texts of a sexual nature, compared to 21% the year before." Id. Further, 22%
of people have ended a relationship via a text message, while 45% have started a
relationship via text messaging. See id. (discussing survey statistics about text message users); see also Yuki Noguchi, Life and Romance in 160 Charactersor Less, WASH.
POST, Dec. 29, 2005, at A], available at http://www.washingtonpost.com/wp-dyn/
content/article/2005/12/28/AR20051 22801430.html (articulating people's ability to express emotions via text messages); Amanda Pressner, Can Love Blossom in a
Text Message?, USA TODAY, Jan. 29, 2006, at 7D, available at http://www.usatoday.
com/tech/news/techinnovations/2006-01-29-love-texting-x.htm (explaining experience of being told "I love you" via text message). Many people will check their
partner's text messages in an effort to discover cheating. See Miral Fahmy, Text
Message Snoop? Study Says Beware, REUTERS, Aug. 28, 2004, http://www.reuters.com/
article/lifestyleMolt/idUSSP21273720080828 (recognizing tendency of significant
others to snoop on partner's cell phones).
7. See Damien O'Farrell, Teens Prefer Texting to E-Mail,YOUTHWORKERJ., http:/
/www.youthworker.com/resources/your-world/11578407/archivel2/
(last visited
Apr. 3, 2009) ("Many teens are abandoning voice mail for text messages, claiming
that checking voice mail takes too much effort and time."); see also David Beery, Email? R U Kidding?, DAILY HERALD,June 17, 2008, at 1, available at http://www.
dailyherald.com/story/?id=206573 (recognizing texting as "quickest, surest way"
for parents to reach high school-age children).
8. See generally Charles McGrath, The Pleasures of the Text, N.Y. TIMES MAG., Jan.
22, 2006, at 15-16, available at http://www.nytimes.com/2006/01/22/magazine/
22wwln-lead.html (discussing development and growing use of text messaging).
Text messaging, or "texting," is the common term for the sending of short
messages that are 160 characters of fewer from mobile phones. See id. at 15. The
first commercial text message was sent on December 3, 1992 and read "Merry
Christmas." See Merry Christmas Was the First SMS, CHINA ECON. REv., Dec. 8, 2006,
http://www.chinaeconomicreview.com/it/2006/12/08/merry-christmas-was-thefirst-sms.html. For a further discussion of the astounding statistics about the use of
text messaging, see In U.S., SMS Text Messaging Tops Mobile Phone Calling
(Sept. 22, 2008), http://blog.nielsen.com/nielsenwire/onlinemobile/in-us-textmessaging-tops-mobile-phone-calling (noting that in second quarter of 2008, typical subscriber sent or received 357 text messages, compared with 204 phone calls);
Press Release, Gartner, Inc., Gartner Says Mobile Messages to Surpass 2 Trillion
Messages in Major Markets in 2008 (Dec. 17, 2007), http://www.gartner.com/it/
page.jsp?id=565124; Resende, supra note 8.
What makes text messaging so appealing? The lure, explains the New York
Times, is "self-evident." See Jennifer Steinhauer & Laura M. Holson, As Text
Messages fly, Danger Lurks, N.Y. TIMES, Sept. 20 2008, at Al, availableat http://www.
nytimes.com/2008/09/20/us/20messaging.html?-r=l &hp&oref=slogin.
[Text messaging] is fast and direct, screening out the pleasantries that
even standard e-mail messages call for, like 'how are you.' It is used to
blast information among co-workers and inform parents of their children's whereabouts, and, as Kwame M. Kilpatrick demonstrated en route
to his downfall as mayor of Detroit, is useful in expressing feelings of
romantic desire.
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Once the territory of teenagers, 9 text messaging is becoming a major
means of communications around the world and a tool utilized by many
businesses.' 0 In the United States alone, an astonishing 189 billion text
messages were sent in 2007, with a projected 301 billion to be sent in
2008.11 When expanded to major markets worldwide, the number balloons to 2.3 trillion messages. 12 Due to the rapid growth and integration
of text messaging into corporate America, the issue of mobile privacy has
9. See Steinhauer & Holson, supra note 8, at Al, (reporting that thirteen to
seventeen year-olds send average of 1,742 text messages per month). The digital
generation gap is particularly pronounced in the area of text messaging. See id.
(reporting age differential in text messaging usage). For example, one sixty-two
year-old retired physician's assistant "found herself flummoxed when her two
granddaughters sent her text messages she did not know how to retrieve." Id.
That woman attended a class sponsored by AT&T at a local senior's center to learn
how to open and utilize text-messaging services. See id.; see also Jenna Ross, Cell
Phone Classes at Senior Center? Texting Included, STAR TRIB., Sept. 19, 2008, at Al,
available at http://www.startribune.com/local/west/28634809.html?page=I &c=y
(describing senior citizen cell phone classes); Text Message Classesfor Over 50s, BBC
NEws, July 23, 2004, http://news.bbc.co.uk/l/hi/scotland/3917665.stm (describing senior text messaging classes in United Kingdom). Even though many seniors remain open to mobile communications such as cell phones and text messaging,
some seniors resist technological advances. See Ross, supra ("That's stupid for an
84-year-old man to go around with a Bluetooth.... Besides that, I've got hearing
aids, so there's no room." (quoting senior citizen considering purchase of advanced cell phone technology)). For a further discussion of teenage text messaging, see supra note 7 and accompanying text (discussing teenage preference of
texting over talking).
10. See Tom Van Riper, Text-Messaging Generation Entering Workplace, MSNBC,
Aug. 30, 2006, http://www.msnbc.msn.com/id/14576541/
(discussing changes
emerging in workplace behavior between young professionals, coworkers, and clients caused by availability of new technology). As the popularity of mobile messaging services continue to grow, Gartner, Inc. forecasts 2.3 trillion messages will be
sent across major markets worldwide in 2008. See Press Release, Gartner, Inc.,
supra note 8 (discussing text message statistics and recent trends). This estimate
reflects a 19% increase from the 2007 total of 1.9 trillion messages. See id. (same).
Further, text messaging is not only a new technology, but it is also a new language.
See Van Riper, supra ("For folks over 40, the following instant message may look
like nothing more than gobbledygook: '#s look gd ... Inch@ 1/ back 18r.' But for
younger employees, it's just simple shorthand for: 'The numbers look good. I'm
leaving for lunch at 1 p.m., and I'll be back later."').
The legal field is particularly reliant on mobile forms of communications. See
Edward A. Adams, Web 2.0 Still a No-Go, A.B.A. J., Sept. 2008, at 55-56, available at
http://abajournal.com/magazine/web-20_stilla .. nogo/ (noting lawyers' dependence on mobile communications). For example, in 2008, 76% of law firms provided attorneys with smart phones or Blackberrys-a 49% increase from 2007. See
id. at 55 (outlining usage statistics among lawyers). Further, 75% of attorneys use a
Blackberry or smart phone for e-mail, while 32% utilize the device for Internet
access. See id. (same).
11. See Resende, supra note 8 (discussing research firm Gartner's text message
estimate); see also Press Release, Gartner, Inc., supranote 8 (announcing Gartner's
study).
12. See Press Release, Gartner, Inc., supra note 8 (discussing text messaging
statistics). For a further discussion of the emergence of text messaging as a major
means of communication, see supra notes 10-11 and accompanying text.
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increasingly become "a political and legal battleground.' 13 As the digital

generation enters the workforce, the number of text messages sent and
14
received in the course of business will exponentially increase.

Although the issue of privacy and e-mail usage in the workplace is
well-settled, 15 "there are no clear rules in the crazy quilt of the mobile
communications systems." 16 The confusion surrounding mobile commu-

nication privacy has only been heightened with the recent Court of Ap13. Jordan Robertson, Text-Messaging Ruling Could Change Corporate Policies,
ABC NEWS, June 19, 2008, http://abcnews.go.com/Technology/wireStory?id=520
8231 (examining role of text message in litigation). In 2008, the importance of
text messaging rose to the forefront of politics. See Racy Texts Contradict Testimony
from Detroit Mayor, Aide, CNN, Jan. 24, 2008, http://www.cnn.com/2008/POLITICS/01/24/detroit.mayor/ (discussing married Detroit mayor's romance with staff
member revealed in text messages). Detroit Mayor Kwame Kilpatrick exchanged
romantic text messages with his chief of staff on an employer-issued pager, which
directly contradicted his testimony in a police whistle-blower trial. See id. (same).
The former chief of staff invoked her Fifth Amendment right against self-incrimination sixty-one times when asked various questions about the text messages during a deposition. See Suzette Hackney, Beatty Not in on Plea Talks, DET. FREE PRESS,
Sept. 4, 2008, http://www.freep.com/article/20080904/NEWS05/809040379/
Beatty+not+in+on+plea+talks (noting employee's role in text messaging scandal).
Text messaging and politics merged again when then-Senator Barack Obama
announced that his choice for running mate would be made to supporters via a
text message. SeeYellin, supranote 4 (discussing unusual role of text messaging in
announcement). The relevance of text messaging and mobile communication in
today's political sphere is further highlighted by the fact that "47 percent of nonHispanic whites use the Internet, e-mail or text messaging to get political news or
exchange their views, compared with 43 percent of non-Hispanic blacks and 50
percent of English-speaking Hispanics." See How Technology IsRevolutionizingDemocracy, CNN, June 26, 2008, http://www.cnn.com/2008/POLITICS/06/26/technology.election/#cnnSTCText (noting use of text messaging to obtain political news).
14. See In U.S., SMS Text Messaging Tops Mobile Phone Calling, supranote 8
(noting average number of text messages sent or received has increased 450%
since first quarter of 2006).
15. See generally Smyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996)
(discussing privacy law applicable to e-mail maintained by corporation concerning
termination of at-will employee). Many states have adopted a strict rule declining
to apply a reasonable expectation of privacy for employees in the workplace, especially regarding the use of e-mail. See, e.g.,
O'Connor v. Ortega, 480 U.S. 709, 719
(1987) (holding expectation of privacy would not be reasonable if employer "had
established any reasonable regulation or policy discouraging employees . . .from
storing personal papers and effects in their desks or file cabinets"); Schowengerdt
v. Gen. Dynamics Corp., 823 F.2d 1328, 1335 (9th Cir. 1987) (finding no reasonable expectation of privacy where employee was on notice that employer may conduct searches for work-related purposes); Smyth, 914 F. Supp. at 101 (holding,
notwithstanding repeated assurances that employer would not monitor and/or intercept employee e-mails, that employee does not have reasonable expectation of
privacy in e-mails that are sent, stored, or received at work); McLaren v. Microsoft
Corp., No. 05-97-00824-CV, 1999 WL 339015, at *4-5 (Tex. App. May 28, 1999)
(not designated for publication) (holding that employee did not have reasonable
expectation of privacy in contents of e-mail messages stored in password-protected
.personal" folder on employer's work computer).
16. Robertson, supra note 13 (discussing legal and political tensions of mobile
privacy).
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peals for the Ninth Circuit's ruling in Quon v. Arch Wireless Operating

Company,17 which concluded that, in certain circumstances, an employee
sending text messages from an employer's device has a reasonable expectation of privacy under the Fourth Amendment.' 8 This ruling conflicts
with current employee privacy law in other technological areas, such as email, where employees generally have no reasonable expectation of
privacy. 19

In examining Quon's importance, this Note discusses the development of the law concerning employee privacy in the workplace and outlines the apparent conflict between the Quon ruling and current employee
privacy common law.20 Part II discusses the evolution of the Fourth
Amendment in relation to privacy in the technological workplace and text
messaging as a rapidly emerging means of communication. 21 Next, Part
III analyzes how the Ninth Circuit recognized a right to privacy in employee text messages and the court's legal reasoning. 2 2 Part TV examines
the apparent conflict between current e-mail privacy common law and the
Quon ruling.2 3 Finally, Parts V and VI discuss the impact of the Ninth
Circuit's holding in Quon and explain the important ways that employers
24
can avoid privacy issues and text messaging.

17. 529 F.3d 892 (9th Cir. 2008), rehg en banc denied, 554 F.3d 769 (9th Cir.
2009).
18. See id. at 906 (holding, as matter of law, employee had reasonable expectation of privacy).
19. See Douglas Hottle, Business Workshop: Can the Boss Look at Employee
Messages, Pvrr. PosT GAZETTE, Aug. 27, 2008, http://www.post-gazette.com/pg/
08240/907112-28.stm ("[This] ruling runs counter to virtually every other court
decision across the country involving privacy of employee communications."); see
also Eryn Brown, The Myth of E-mail Privacy, FORTUNE, Feb. 3, 1997, at 66, availableat
http://money.cnn.com/magazines/fortune/fortunearchive/ 1997/02/03/
221548/index.htm ("Never expect privacy for E-mail sent through a company system."). For a further discussion of an employee's reasonable expectation of privacy in the workplace, see infra notes 26-88 and accompanying text.
20. For a further discussion of the evolution of employee privacy laws and the
apparent conflict between Quon and existing employee privacy common law, see
infra notes 31-132 and accompanying text.
21. For a further discussion of employee privacy concerning electronic communications and the Fourth Amendment, see infra notes 31-68 and accompanying
text. For an examination of the emergence of text messaging as a form of communication, see infra notes 69-86 and accompanying text.
22. For a further discussion of the facts and reasoning in Quon, see infra notes
90-111 and accompanying text.
23. For a further discussion of the apparent conflict between e-mail privacy
and text messaging privacy, see infra notes 113-132 and accompanying text.
24. For a further discussion of the impact of Quon on the Fourth Amendment
and employee privacy in the workplace, e-mail, and text messaging, see infra notes
134-168 and accompanying text.
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BACKGROUND: THE RIGHT TO PRIVACY IN THE INFORMATION AGE

"Relying on the government to protect your privacy is like asking a peeping tom to install your window blinds."
-John

Perry Barlow

25

In an era where mobile communication is pervasive and necessary,
the law regarding privacy and emerging technologies must constantly
evolve and adapt to reflect the various new capabilities and forms of communication. 2 6 Today, courts must apply decades-old law and the Fourth
Amendment right to privacy to an increasingly technological world. 27 Email, the Internet, cell phones, and text messages have all revolutionized
communications in the new digital workplace. 28 As more companies and
employers integrate these emerging means of communications, the conflict between text messaging use and workplace privacy will continue to
25. John Perry Barlow Quotes, http://thinkexist.com/quotation/relying-onthe-government to-protectyourprivacy/212022.html (last visited Apr. 3, 2009).
26. See U.S. CENSUS BUREAU, STATISTICAL ABSTRACT OF THE UNITED STATES 714
(2007), available at http://www.census.gov/prod/2O07pubs/08abstract/info
comm.pdf (noting over 233 million Americans subscribed to cellular phone service in 2006); see also Press Release, IDC, Inc., IDC Finds More of the World's
Population Connecting to the Internet in New Ways and Embracing Web 2.0 Activities (June 25, 2008), http://www.idc.com/getdoc.jsp?containerld=prUS21303808
("Nearly a quarter of the world's population-roughly 1.4 billion people-will use
the Internet on a regular basis in 2008[, and] [t]his number is expected to surpass
1.9 billion unique users, or 30% of the world's population, in 2012 ....
").Worldwide, over 1.15 billion mobile phones were sold in 2007. See 1.15 Billion Mobile
Phones Sold In 2007. 2008? Not So Much, http://www.informationweek.com/
blog/main/archives/2008/01/115_billion-mob.html Uan. 25, 2008, 11:27 EST)
(examining cell phone sales statistics). Including these more recent sales figures,
this means that over half the world now has a cell phone. See id. (same). Of these
users, some utilize smart phones. For a further discussion of smart phones, see
infra note 69 (discussing use of smart phones in corporate America). Further, cell
phone users in the United States are growing increasingly addicted to using their
cell phones. See New Mobile Lifestyle Survey Finds 'Must Have' Features Include Mobile
Mapping, Messaging, E-Mail, Search and More, Bus. WIRE, Apr. 3, 2006, http://find
articles.com/p/articles/mi mOEIN/is_2006_April_3/ai_n 16116502?tag-content;
coil (examining cell phone addiction). One recent survey revealed that 52% of
the adults surveyed "keep their cell phone turned on all the time," while 40% of
those aged eighteen to twenty-nine are "likely to drop their landline once and for
all." See id.
27. See Katz v. United States, 389 U.S. 347, 352 (1967) (applying Fourth
Amendment test to telephone conversations); United States v. Angevine, 281 F.3d
1130, 1135 (10th Cir. 2002) (examining Fourth Amendment's application to computer files); Smyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996) (discussing
Fourth Amendment test concerning use of e-mail); see also Quon v. Arch Wireless
Operating Co., 529 F.3d 892, 904 (9th Cir. 2008), ("The recently minted standard
of electronic communication via e-mails, text messages, and other means opens a
new frontier in Fourth Amendment jurisprudence that has been little explored."),
reh'g en banc denied, 554 F.3d 769 (9th Cir. 2009).
28. For further discussion on text messaging in the workplace, see infra notes
82-86 and accompanying text.

https://digitalcommons.law.villanova.edu/vlr/vol54/iss3/5

6

2009]

Lavis: Employers Cannot Get the Message: Text Messaging and Employee Pri
NOTE

grow. 29 Therefore, employers must carefully balance employee privacy
30
with corporate interests.
A.

The Fourth Amendment: Reasonable Privacy Expectations
in a Digital World

Presently, employers have the ability to examine almost every aspect
of an employee's activities at work.31 Though there is a modern trend
toward recognizing the right to privacy in many areas of American life,
courts have not extended the right to privacy substantively in the American workplace. 32 The Supreme Court did not recognize the legitimate
interest in privacy in electronic communications until 1967. 3 3 Over time,
courts have, in varying degrees, found that privacy exists in the
34
workplace.
In the case of public employees, the Fourth Amendment protects the
expectation of privacy. 35 The Fourth Amendment protects the "right of
29. For a further discussion of the increasing tension between employee privacy rights and corporate interests, see infra notes 113-132 and accompanying text.
30. See Janice C. Sipior & Burke T. Ward, The Ethical and Legal Quandary of
Email Privacy, 38 COMM. ACM 1, 48 (1995) ("[E]mployee privacy encompasses a
spectrum of issues, including: [d]rug testing; [s]earches of employees and their
work areas; [p]sychological testing; [tielephone, computer, and electronic monitoring; and [o]ther types of employee surveillance.").
31. SeeJulie A. Flanagan, RestrictingElectronic Monitoringin the Private Workplace,
43 DuKE LJ. 1256, 1257 (1994) (noting employer's ability to defeat almost every
aspect of employee privacy).
32. See Todd M. Wesche, Reading Your Every Keystroke: ProtectingEmployee E-Mail
Privacy, I J. HIGH TECH. & L. 101, 101 (2002) (discussing Court's reluctance to
provide tort action for workplace privacy violation).
33. See Katz v. United States, 389 U.S. 347, 352 (1967) (recognizing individual's privacy interest in telephone and electronic communications).
34. See, e.g.,
O'Connor v. Ortega, 480 U.S. 709, 718-19 (1987) (finding expectation of privacy in cases where operational realities of workplace permit such expectation of privacy); Leventhal v. Knapek, 266 F.3d 64, 73-74 (2d Cir. 2001)
(finding reasonable expectation of privacy for computer files); Shields v. Burge,
874 F.2d 1201, 1203-04 (7th Cir. 1989) (finding search of employee workspace
reasonable); Schowengerdt v. Gen. Dynamics Corp., 823 F.2d 1328, 1335 (9th Cir.
1987) (finding no reasonable expectation of privacy where employee was on notice that employer may conduct searches for work-related purposes); Gillard v.
Schmidt, 579 F.2d 825, 828 (3d Cir. 1978) (holding search of employee's desk was
unreasonable due to expectation of privacy); State v. Young, 974 So. 2d 601, 609
(Fla. Dist. Ct. App. 2008) (recognizing employee's expectation of privacy where
employer provided special lock and key for office); K-Mart Corp. Store No. 7441 v.
Trotti, 677 S.W.2d 632, 637-38 (Tex. App. 1984) (finding expectation of privacy
when employee provided own lock to secure employer owned locker). But see
United States v. Taketa, 923 F.2d 665, 670-71 (9th Cir. 1991) (finding no objectively reasonable expectation of privacy in area of non-exclusive use).
35. See U.S. CONST. amend. IV. The Fourteenth Amendment states:
All persons born or naturalized in the United States, and subject to the
jurisdiction thereof, are citizens of the United States and of the State
wherein they reside. No State shall make or enforce any law which shall
abridge the privileges or immunities of citizens of the United States; nor
shall any State deprive any person of life, liberty, or property, without due
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the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures." 36 It is well settled, however,
that the Fourth Amendment "protects people, not places." 37 Thus, where
a person is employed by the state, the Fourth Amendment controls
searches and seizures by government employers. 38 Critically, however,
"[i]ndividuals do not lose Fourth Amendment rights merely because they
'3 9
work for the government instead of a private employer.
Although the Fourth Amendment only applies to actions by government employers, several states have expressly codified the right to privacy
in their constitutions. 40 Courts in these states recognize a distinct constiprocess of law; nor deny to any person within its jurisdiction the equal
protection of the laws.
Id.
36. Id.
37. See Katz, 389 U.S. at 351 (noting publicly accessible areas may still be
private).
38. See O'Connor, 480 U.S. at 715; see also United States v. Simons, 206 F.3d
392, 398 (4th Cir. 2000) ("The Fourth Amendment prohibits 'unreasonable
searches and seizures' by government agents, including governmental employers
or supervisors.").
39. O'Connor, 480 U.S. at 717 (concluding that government employees have
reasonable expectation of privacy at work, but "operational realities" may reduce
reasonableness of expectation of privacy). Courts have also applied the "reasonable expectation of privacy" test in the context of private employers. See Smyth v.
Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996) (finding that, once employee
communicated comment over e-mail system that was apparently utilized by entire
company, reasonable expectation of privacy was lost, and reasonable person would
not have considered employer's interception of communications to be substantial
and highly offensive invasion privacy); Dir. of Office of Thrift Supervision v. Ernst
& Young, 795 F. Supp. 7, 10 (D.D.C. 1992) (applying O'Connor standard to question of employee privacy in diaries containing personal and company data).
In Smyth, the United States District Court for the Eastern District Court of
Pennsylvania held that there is no "reasonable expectation of privacy in e-mail
communications voluntarily made by an employee to his supervisor over the company e-mail system." See Smyth, 914 F. Supp. at 101. Notably, the Smyth ruling is
further bolstered when the employer has issued an Internet or e-mail use policy to
its employees providing notice of monitoring by the employer. See, e.g.,
Simons, 206
F.3d at 398-99 (ruling employee lacked reasonable expectation of privacy in light
of employer's specific policy addressing internet usage); United States v. Monroe,
52 M.J. 326, 330 (C.A.A.F. 2000) (finding no reasonable expectation of privacy
where employee consented to employer monitoring). But cf. MICHAEL RUSTAD &
CYRus DA-rARY,E-BusINESs LEGAL HANDBOOK § 9.02(D) (2001) (noting company's
failure to enforce Internet policy could create estoppel argument for employee).
40. See generally ALAsKA CONsT. art. I, § 22 (1972) ("The right of the people to
privacy is recognized and shall not be infringed."); ARIZ. CONsT. art. II, § 8 ("No
person shall be disturbed in his private affairs, or his home invaded, without authority of law."); CAL. CONST. art. I, § 1 ("All people are by nature free and independent and have inalienable rights. Among these are enjoying and defending
life and liberty, acquiring, possessing, and protecting property, and pursuing and
obtaining safety, happiness, and privacy."); CAL. CONST. art. I, §§ 3, 24 (establishing privacy rights); FLA. CONST. art. I, § 23 (amended 1998) ("Every natural person
has the right to be let alone and free from governmental intrusion into his private
life except as otherwise provided herein."); IDAHO CONST. art. I, § 22 (extending
right to privacy to crime victims); ILL. CONST. art. I, § 6 ("The people shall have the
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tutional right to privacy. 4 1 Like the Constitution, state constitutions only
protect public employees; the protection does not extend to the private
sector.42 The only significant exception to this rule is the California constitution, which extends protection of privacy to private as well as public
employees. 4 3 Other states, moreover, provide a statutory right to priright to be secure in their persons, houses, papers and other possessions against
unreasonable searches, seizures, invasions of privacy or interceptions of communications by eavesdropping devices or other means."); HAw.CONsT. art. I, § 6 ("The
right of the people to privacy is recognized and shall not be infringed without the
showing of a compelling state interest. The legislature shall take affirmative steps
to implement this right."); HAw. CONST. art. I, § 7 ("The right of the people to be
secure in their persons, houses, papers and effects against unreasonable searches,
seizures and invasions of privacy shall not be violated .... ."); LA. CONST. art. I, § 5
("Every person shall be secure in his.., communications.., against unreasonable
searches, seizures, or invasions of privacy .... Any person adversely affected by a
search or seizure conducted in violation of this Section shall have standing to raise
its illegality in the appropriate court."); MICH. CONST. art. I, § 24 (establishing
right to privacy for crime victims); MONT. CONST. art. II, § 10 ("The right of individual privacy is essential to the well-being of a free society and shall not be infringed without the showing of a compelling state interest."); WASH. CONST. art. I,

§ 7 ("No person shall be disturbed in his private affairs, or his home invaded, without authority of law."); Wis. CONST. art. I, § 9(m) (finding right to privacy for victims of crime).
41. See, e.g.,
State v. Gonzalez, 825 P.2d 920, 932 (Alaska Ct. App. 1992) ("Our
constitutional right to privacy finds no express counterpart in the federal constitution and has thus served as the basis for extending protections to Alaska citizens
that are not extended under the United States Constitution."); State v. Baldwin,
908 P.2d 483, 489 (Ariz. Ct. App. 1995) ("The Arizona Constitution, unlike the
United States Constitution, gives explicit protection to privacy."); Wallace v. Guzman, 687 So. 2d 1351, 1354 (Fla. Dist. Ct. App. 1997) (holding that "the people
have spoken" in creating right to privacy within Florida Constitution); Haw. Org.
of Police Officers v. Soc'y of Prof'lJournalists, 927 P.2d 386, 405 (Haw. 1996) ("By
amending the Constitution to include a separate and distinct privacy right, it is the
intent of [the legislature] to insure that privacy is treated as a fundamental right
for purposes of constitutional analysis."' (quoting committee reports to constitutional convention of Hawaii)); People v. Carter, 672 N.E.2d 1279, 1286 (Ill. App.
Ct. 1996) (stating "that the Illinois Constitution offers greater protection against
the invasion of an individual's privacy rights than does the Federal Constitution")
(citations omitted); State v. Davis, 684 So. 2d 540, 540 (La. Ct. App. 1996) ("[T]he
Louisiana Constitution affords greater protection for freedom from invasion than
the Fourth Amendment of the United States Constitution does and [ ) we, therefore, are not bound by federal jurisprudence."); see also John Sanchez, Constitutional Privacy in florida: Between the Idea and the Reality Falls the Shadow, 18 NovA L.
REv. 775, 778 (1994) (discussing Florida's constitutional right to privacy); Timothy
Stallcup, The Arizona Constitutional "Right to Privacy" and the Invasion of Privacy Tort,
24 Ajuz. ST. L.J. 687, 690-93 (1992) (examining Arizona's constitutional right to

privacy).
42. See Sarah DiLuzio, Workplace E-Mail: It's Not as Private as You Might Think,
25

DEL.

J. CoRP. L. 741, 745 (2000) (noting limitations on state constitutions).

43. See id. (stating California "has extended its state constitution's protection
of privacy to private as well as public employees"). In California, there may be a
state constitutional violation of the right to privacy even when there is no state
action. See Porten v. Univ. of S.F., 134 Cal. Rptr. 839, 842 (Ct. App. 1976) ("Privacy
is protected not merely against state action; it is considered an inalienable right
which may not be violated by anyone."). California courts, however, require that
Published by Villanova University Charles Widger School of Law Digital Repository, 2009
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These state privacy laws extend to both public and private

employers.

45

In some instances, the "operational realities" of the workplace dictate
whether or not an employee has a reasonable expectation of privacy. 4 6 By
virtue of actual office practices, procedures, or regulations, an employer
may reduce or eliminate an employee's expectation of privacy. 47 In one
instance, the Supreme Court recognized that, "[g]iven the great variety of
work environments in the public sector, the question whether an employee has a reasonable expectation of privacy must be addressed on a
case-by-case basis." 4 8 Generally, restricting an employer's access to coman employer show a compelling interest to overcome an employee's reasonable
expectation of privacy. See White v. Davis, 533 P.2d 222, 234-35 (Cal. 1975) (holding employee had constitutional privacy claim where employer failed to show compelling interest); Luck v. S. Pac. Trans. Co., 267 Cal. Rptr. 618, 632 (Ct. App. 1990)
(ruling private company did not prove compelling interest for employee drug testing). Despite the application of privacy law to both public and private employers,
the privacy protected by the California constitution, "is no broader in the area of
search and seizure than the 'privacy' protected by the Fourth Amendment." Quon
v. Arch Wireless Operating Co., Inc., 529 F.3d 892, 903 (9th Cir. 2008) (quoting
Hill v. Nat'l Collegiate Athletic Ass'n, 865 P.2d 633, 650 n.9 (Cal. 1994)), rehg en
banc denied, 554 F.3d 769 (9th Cir. 2009).

44. See WILLIAM S.

HUBBART-T, THE NEW BATTLE OVER WORKPLACE PRIVACY

54-

56, fig. 3-2 (1998) (listing summary of state privacy laws); see also Connecticut Insurance Information and Privacy Protection Act, CONN. GEN. STAT. § 38a-975 to 999a (1982) (establishing privacy rights for insurance policy holders); 740 ILL.
COMP. STAT. 165/1 (1959) (establishing civil liability for invasion of privacy); Right
to Privacy in the Workplace Act, 820 ILL. COMP. STAT. 55/1 to /20 (1992) (extending right to privacy in workplace); MINN. STAT. § 504B.211 (1999) (establishing residential tenant's right to privacy); NEB. REV. STAT. § 25-840.01 (1979)
(establishing remedy for privacy violation); New Hampshire Right to Privacy Act,
N.H. REV. STAT. ANN. §§ 359-C:1 to -C:18 (1977) (same); N.M. STAT. § 30-12-11
(1973) (same); N.Y. Civ. RICHTS LAw §§ 50-52 (McKinney 1992) (same); OKLA.
STAT. tit. 21, §§ 839.1 to -.3 (1965) (same); 42 PA. CONS. STAT. § 8725 (1980)
(same); R.I. GEN. LAws § 9-1-28.1 (1980) (same); TENN. CODE ANN. § 47-25-1106
(1984) (same); TEX. Gov'T CODE ANN. § 552.305 (Vernon 1999) (recognizing personal privacy right); VT. STAT. ANN. tit. 1, § 315 (1975) (same); VA. CODE ANN.
§ 8.01-40.1 (1985) (same); VA. CODE ANN. § 32.1-127.1:03 (2008) (providing privacy rights in health records); WASH. REV. CODE § 9.73.010 (1909) (establishing
privacy rights in telegrams); WASH. REV. CODE § 42.56.050 (1987) (establishing
remedy for invasion of privacy); WASH. REV. CODE § 70.129.080 (1994) (establishing right to privacy in communication); Wis. STAT. §§ 942.08, 995.50 (1997)
(same).
45. See Teresa M. Thompson, An Employer's Right to Monitor E-Mail and
Text Messages Remains Strong, http://www.fredlaw.com/articles/employment/
empl_0807_tmt.html (last visited Apr. 5, 2009) (acknowledging that state privacy
law extends to private employers).
46. See O'Connor v. Ortega, 480 U.S. 709, 717 (1987) (noting reduced expectation of privacy where workspace is easily accessible by others).
47. See id. (describing various instances where privacy expectations are
unreasonable).
48. Id. at 718; see also Katz v. United States, 389 U.S. 347, 351 (1967) ("What a
person knowingly exposes to the public, even in his own home or office, is not a
subject of Fourth Amendment protection.").
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puter files by using passwords and locking office doors evidences the employee's subjective expectation of privacy in those files. 49 If the employee
is unable to establish a reasonable expectation of privacy, the Fourth
50
Amendment claim will not succeed.
If, on the other hand, an employee establishes a reasonable expectation of privacy in the workplace, the employee must also demonstrate that
the search was unreasonable in order to claim a violation of the Fourth
Amendment. 5 1 Under a Fourth Amendment reasonableness evaluation,
the totality of the circumstances determines whether a search is reasonable. 5 2 A court will balance "on the one hand, the degree to which [the
search] intrudes upon an individual's privacy and, on the other, the degree to which [the search] is needed for the promotion of legitimate gov53
ernmental interests."
When applying the Fourth Amendment's reasonable expectation test
to electronic means of communication-such as e-mail, instant messages,
Internet use, or text messages-many courts will look to see whether or
not an employer has an established policy addressing an employee's privacy expectations. 54 Some courts have even held that the policies do not
49. See United States v. Slanina, 283 F.3d 670, 676-77 (5th Cir. 2002) (upholding search of government computer, but finding that employee had reasonable
expectation of privacy due to lack of policy), vacated on other grounds, 537 U.S. 802
(2002).
50. See Smith v. Maryland, 442 U.S. 735, 745-46 (1979) (rejecting Fourth
Amendment privacy claim where person had no reasonable expectation of privacy); United States v. Kriesel, 508 F.3d 941, 947 (9th Cir. 2007) ("[T]he touchstone of the Fourth Amendment is reasonableness." (quoting Samson v. California,
547 U.S. 843, 854 n.4 (2006))).
51. See O'Connor, 480 U.S. at 725-26 ("[P]ublic employer intrusions on the
constitutionally protected privacy interests of government employees for noninvestigatory, work-related purposes, as well as for investigations of work-related misconduct, should be judged by the standard of reasonableness under all the
circumstances."). Under this standard, a court must evaluate whether the search
was 'Justified at its inception," and whether it "was reasonably related in scope to
the circumstances which justified the interference in the first place." Id. at 726
(citations omitted). Notably, one district court has held that a private employer's
interest in preventing inappropriate and unprofessional comments in its e-mail
system far outweighed any privacy interest that an employee may have in his or her
e-mail. See Smyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996) (finding no
reasonable expectation of privacy for private employee).
52. See O'Connor, 480 U.S. at 726 (articulating totality of circumstances test).
53. United States v. Knights, 534 U.S. 112, 118-19 (2001) (determining "reasonableness" of petitioner's Fourth Amendment rights) (internal quotation marks
omitted).
54. See, e.g., Biby v. Bd. of Regents, 419 F.3d 845, 850 (8th Cir. 2005) (considering existence of policy and holding that warrantless search of employee's computer for work-related materials is not constitutional violation); United States v.
Thorn, 375 F.3d 679, 683-84 (8th Cir. 2004) (upholding warrantless search of computer because of presence of computer monitoring policy), vacated, 543 U.S. 1112
(2005), reinstated en banc, 413 F.3d 820 (8th Cir. 2005); United States v. Angevine,
281 F.3d 1130, 1134 (10th Cir. 2002) (holding that monitoring policy defeated
employee privacy claim); Muick v. Glenayre Elec., 280 F.3d 741, 743 (7th Cir.
2002) (rling that employer announcement reserving fight to inspect company-

Published by Villanova University Charles Widger School of Law Digital Repository, 2009

11

Villanova Law Review, Vol. 54, Iss. 3 [2009], Art. 5
VILLANOVA LAW REVIEW

[Vol. 54: p. 513

even need to be reasonable. 55 An express policy that discloses that the
employer may inspect the property, information, or data at any time may
defeat an employee's expectation of privacy. 5 6 An express policy is critical
due to the integration of technology into the workplace. 57 Conversely,
where the employer has no policy notifying employees that their computer
use could be monitored, and there is no indication that the employer directs others to routinely access the employees' computers, the employees'
subjective beliefs that their computer files are private may be objectively
58
reasonable.
Such monitoring policies are critical, as e-mails have exposed employers to a multitude of unexpected problems, including sexual harassment
liability. 5 9 Access to e-mail and text messages is crucial to employers and
provided computers "destroyed any reasonable expectation of privacy"); United
States v. Simons, 206 F.3d 392, 398 (4th Cir. 2000) (same); United States v. Bailey,
272 F. Supp. 2d 822, 824 (D. Neb. 2003) (finding that disclosure of monitoring
and computer policy in employee handbook and on intranet defeated any claim of
privacy regarding computer records by employee) (citations omitted); Garrity v.
John Hancock Mut. Life Ins. Co., No. 00-12143-RWZ, 2002 WL 974676, at *2 (D.
Mass. May 7, 2002) (finding employee's knowledge that employer had technical
ability to monitor e-mail defeated privacy claim); United States v. Monroe, 52 M.J.
326, 330 (C.A.A.F. 2000) (holding sergeant had no reasonable expectation of privacy in his government e-mail account because e-mail use was reserved for official
business and network banner informed each user upon logging on to network that
use was subject to monitoring).
55. Cf Bailey, 272 F. Supp. 2d at 836 ("A company can legitimately regulate
the use of its property and is entitled to adopt policies and practices which place
restrictions and conditions on the personal use of computer equipment.").
56. See, e.g., O'Connor,480 U.S. at717 ("Public employees' expectations of privacy ... may be reduced by virtue of actual office practices and procedures, or by
legitimate regulation."); Simons, 206 F.3d at 398-99 (holding employee lacked reasonable expectation of privacy in light of employer's specific policy addressing internet usage); Schowengerdt v. United States, 944 F.2d 483, 488-89 (9th Cir. 1991)
(finding no Fourth Amendment violation when employee knew searches would
occur "from time to time"); see also Gossmeyer v. McDonald, 128 F.3d 481, 490 (7th
Cir. 1997) (finding no privacy interest in furniture that was part of "workplace");
Sheppard v. Beerman, 18 F.3d 147, 152 (2d Cir. 1994) (holding employee had no
privacy interest in judge's "appurtenances, embracing desks, file cabinets or other
work areas"); Am. Postal Workers Union, Local AFL-CIO v. U.S. Postal Serv., 871
F.2d 556, 560 (6th Cir. 1989) (permitting search of employee lockers where policy
permitted inspection); United States v. Bunkers, 521 F.2d 1217, 1220 (9th Cir.
1975) (holding no expectation of privacy in work-related locker); Wasson v. Sonoma CountyJunior Coll. Dist., 4 F. Supp. 2d 893, 905-06 (N.D. Cal. 1997) (defeating privacy claim due to monitoring and disclosure policy), aff'd on other grounds,
203 F.3d 659 (9th Cir. 2000).
57. For a further discussion on the importance of usage policies, see infra
notes 141-149 and accompanying text.
58. See United States v. Slanina, 283 F.3d 670, 677 (5th Cir. 2002) (finding
that employee had reasonable expectation of privacy due to lack of monitoring
policy), remanded on other grounds, 537 U.S. 802 (2002), vacated, 537 U.S. 802
(2002).
59. See, e.g., Emily Madoff, E-Mail's Role in Hostile Work Environment, N.Y.L.J.,
Aug. 23, 1999, at S6 ("E-mail is a perfect vehicle for harassment.").
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often plays a key role in litigation. 60 Specifically, e-mail communications
are discoverable evidence during a civil or criminal proceeding against an
6
employer. '
Often, employer liability hinges on key facts found in e-mails or other
forms of electronic communication. 62 For example, Chevron agreed to
pay $2.2 million to settle sexual harassment charges lodged against the
corporation based on, among other things, an e-mail that had circulated
about "25 Reasons Why Beer is Better than Women." 63 E-mails may also
be the basis for workplace racial discrimination cases. 64 At Morgan Stanley, two African American employees claimed they were professionally iso60. See Patricia C. Borstorff, Glenn Graham & Michael B. Marker, E-Harassment: Employee Perceptions of E-Technology as a Source of Harassment, 12 J. APPLIED
MGMT. & ENTREPRENEURSHIP 44, 47 (2007) (stating e-mail has played strategic role
as evidence in 70% of all employer-employee cases). A study by the American
Management Association and the ePolicy Institute found that over 20% of employers have been ordered by a court or administrative agency to produce copies of
employee e-mails. See AM. MGMT. Ass'N & EPOL'Y INST., 2004 WoRKPLACE E-MAIL
AND INSTANT MESSAGING SURVEY SUMMARY 1 (2004), available at http://www.epolicyinstitute.com/survey/survey04.pdf (surveying 840 U.S. businesses). Astoundingly,
13% of companies have gone to court to battle lawsuits triggered by employee email. See id.

61. See Ellen Forman, That Office E-mail You Deleted Could End Up in Court, S.
Mar. 25, 1997, at IA ("[I]f you're an employer, E-mail can be
subpoenaed by a plaintiffs lawyer and dragged out of the computer in case of a
lawsuit."); Karen Brune Mathis, Eyes on Your E-Mail: Messages Workers Send on Company Computers Are Often Monitored, FLA. TIMES-UNION, July 15, 1996, at 10 ("[E]mail creates a permanent record of what's said, providing evidence in criminal and
civil suits. The 'delete' key doesn't erase the message from back-up files."). E-mail
messages are both troublesome and damaging in litigation because they are a "hybrid written memo and telephone conversation." See id. Viewing e-mails as instant
communications, employees often rush sending emails and often spend little time
drafting or revising e-mail messages, as evidenced by their tendency to be "short,
punchy, poorly punctuated-and potentially harmful." Id.
E-mail communications are becoming a particular concern in the health services industry. SeeJeffrey A. Van Doren, If You MonitorE-mail,Have a Policy, HEALTH
in health care
CARE SUPERVISOR, Sept. 1996, at 12 ("Use of electronic mail ...
institutions is a new cause for concern in maintaining confidentiality."). If an employee transmits an e-mail message violating the employer's patient confidentiality
policy, the employer could be held liable and "the e-mail communication could be
the proverbial smoking gun." Id. In addition, the use of e-mail communications in
law firms is raising new issues. For a thorough discussion of the attorney-client
privilege and the use of e-mail communications in the legal setting, see William P.
FLA. SUN-SENTINEL,

Matthews, Comment, Encoded Confidences: Electronic Mail, the Internet, and the Attorney-Client Privilege, 45 U. KAN. L. REV. 273, 285-95 (1996).
62. See Kraus v. Howroyd-Wright Employment Agency, Inc., No. 06-975, 2008
WL 90325, at *12-14 (E.D. Pa. Jan. 8, 2008) (dismissing employee's suit based on
instant message conversations after finding employee welcomed flirtatious relationship). E-mail may also prove to be the "proverbial skeleton in the closet" and
reveal evidence of sexual harassment, wrongful termination, or other illegal activities. See HUBBARTr, supra note 44, at 143 (quoting Jan Crawford Greenberg, Lawyers Find Smoking Guns in E-Mail, CHI. TRIB., Sept. 24, 1995, at 1).
63. See Madoff, supra note 59, at S6
64. For a description of several racial discrimination suits, see infra note 65
and accompanying text.
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lated and denied advancement after an e-mail containing racist jokes
65
circulated through the company's computer system.
Because of the prevalence and importance of e-mail and other forms
of workplace communications, courts have allowed both public and private employers to defeat employees' expectation of privacy by establishing
a formal policy. 6 6 The presence of a formal policy dictating that an employer may inspect e-mails and other forms of electronic communication
is important in defeating employees' privacy expectations. 67 Thus, in
these workplaces, employees generally do not have a reasonable expecta68
tion of privacy concerning e-mail.
B.

TLK2UL8R: The Rapid Emergence of Texting

With the integration of e-mail, Internet, chat, and text messaging into
small devices such as smart-phones, employers now must face the complex
issue of employee privacy in a mobile digital world. 69 Privacy issues are
65. See Owens v. Morgan Stanley & Co., No. 96 CIV. 9747(DLC), 1997 WL
793004, at *1-2 (S.D.N.Y. Dec. 24, 1997) (dismissing hostile work environment
claim based upon single reprehensible email); see also Curtis v. DiMaio, 46 F. Supp.
2d 206, 213-14 (E.D.N.Y. 1999) (dismissing class action hostile work environment
claim based upon single e-mail).
66. See, e.g., Smyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996) (finding company's interest in preventing inappropriate e-mail activity on its systems
outweighed any employee privacy interest); McLaren v. Microsoft Corp., No. 05-9700824-CV, 1999 WL 339015, at *4-5 (Tex. App. May 28, 1999) (not designated for
publication) (discussing in dicta no expectation of privacy despite password protecting e-mail folder); see also Paul M. Schwartz, Beyond Lessig's Code for Internet Privacy: Cyberspace Filters, Privacy-Control, and FairInformational Practices, 2000 Wis. L.
REv. 743, 770 (2000) ("Most participants in the American workplace leave their
informational privacy at the door of work."); Larry Armstrong, Someone to Watch
Over You, Bus. WEEK, July 10, 2000, at 189 ("When it comes to privacy in the workplace, you don't have any.").
Regardless of Smyth, employers should be mindful of the statutory provisions
that prohibit the interception of certain electronic communications. Like e-mails,
text messages are subject to the Electronic Communications Privacy Act of 1986.
See 18 U.S.C. §§ 2510(14), 2511(1) (2008) [hereinafter ECPA]. The ECPA is an
extension of the Federal Wiretapping Act and prohibits the intentional and nonconsensual interception of any electronic communication, the unauthorized access of stored communications, or the disclosure or use of any information from
an illegally intercepted communication. See Lisa Smith-Butler, Workplace Privacy:
We'll Be Watching You, 35 OHIO N.U. L. REv. 53, 67-68 (2009). The ECPA provides
employers with three main exceptions permitting the employer, under certain circumstances, to monitor his or her employees' communications. See 18 U.S.C.
§ 2511(2)(a)(i) (providing service provider exception); 18 U.S.C. § 2511(2)(d)
(providing consent exception where employer has obtained prior consent); 18
U.S.C. § 2511(5) (permitting monitoring for certain types of equipment furnished
and used during ordinary course of business).
67. See HUBBARIF, supra note 44, 147-48 (listing sample e-mail use policy).
68. For a further discussion of e-mail privacy case law, see supra note 19 and
accompanying text. For a specific discussion of e-mail privacy concerning company email systems, see Brown, supra note 19, at 66.
69. For an overview of the smart phone capabilities, see Liane Cassovoy, What
Makes a Smart Phone Smart?, http://smartphones.about.com/od/smartphone
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especially complex in the realm of employee use of employer hardware
and software during work hours. 70 Specifically, "[t] ext messages are a particularly difficult subject because they do not reside on a company's server
system. .

.

. The messages reside in the memory of each user's phone.

Therefore, centralized storage of such messages is difficult without conbasics/a/what is smart.htm (last visited Mar. 14, 2009); Sylvia Booth Hubbard,
BlackBerries Can Be a Pain, NEwsMAx, June 3, 2008, http://www.newsmax.com/
(discussing health conhealth/BlackBerries-aPain/2008/06/03/101085.html
cerns of Blackberry use). The most popular smart phones are the RIM Blackberry,
Palm Centro, and Apple iPhone. SeeJake Swearingen, Smartphones Gobbling Up Ever
More Market Share, VENTUREBEAT, Sept. 10, 2008, http://venturebeat.com/2008/
09/10/smartphones-gobbling-up-ever-more-market-share/. Smart phone users include Wall Street bankers, members of the U.S. Congress, and U.S. Presidents. See
Ville Heiskanen & Crayton Harrison, BlackBerry Service Resumes After North America
Outage, BLOOMBERG, Feb. 12, 2008, http://www.bloomberg.com/apps/news?pid=
20601087&sid=av9nAMetb4Hc&refer=home.
70. See Dyland Loeb McClain, I'll Be Right with You, Boss, As Soon As I Finish My
Shopping, N.Y. TIMES, Jan. 10, 2001, at G-1. Studies have shown that 90% of employees look at non-work-related Internet sites at least once per day. See id. The average worker will spend over two hours per day surfing the Internet for personal use.
See Press Release, Salary.com, Americans Waste More Than 2 Hours a Day at Work
(July 11, 2005), http://www.salary.com/aboutus/layoutscfipts/abtl-default.asp?
tab-abt&cat=cat012&ser=serO4l&part=Par485. A more disturbing statistic is that
70% of all pornography access occurs during the work hours of 9:00 a.m. to 5:00
p.m., indicating most pornography watchers view it at work. See Pornography Statistics - Pornography at Work, http://www.lightedcandle.org/pornstats/porn at_
work.asp (last visited Mar. 14, 2008) (discussing pornography usage statistics); see
also GERALD A. JUHNKE & W. BRYCE HAGEDORN, COUNSELING ADDICTED FAMILIEs 28

(2006) (discussing lost productivity in workplace due to online pornography viewing). Aside from viewing pornography, shopping online, and checking investments and the news, the following categories are the most popular Internet
activities for employees: banking (34%); arranging child care (16%); shopping for
groceries (12%); researching health care (12%); making appointments (7%); and
planning social events (6%). See Mark Harrington, At Work, Surf City: Poll Shows
Employees' Internet Habits, NEWSDAY (New York), Apr. 7, 2000, at A06 (discussing
online surfing statistics). Despite using more than ten hours per week for personal
use, most employees do not find checking their e-mail, online shopping, or personal Internet surfing unethical. See Vivian Marino, Confessions of Workers at Play on
the Computer, N.Y. TIMES, July 15, 2001, http://www.nytimes.com/2001/07/15/business/personal-business-diary-confessions-of-workers-at-play-on-the-computer.
html?scp=l &sq=Confessions%20of%2OWorkers%20at%20Play%20on%20the%20
Computer&st=cse (discussing survey of employee attitudes concerning Internet
use).
"More than one-fourth of employers have fired workers for misusing e-mail
and nearly one-third have fired employees for misusing the Internet." AM. MGMT.
AsS'N & EPOL'Y INST., 2007 ELECTRONIC MONITORING SURVEILLANCE SURVEY 1
(2008),
http://wwv.amanet.org/research/pdfs/electronic-monitoring-surveillance-survey08.pdf. Companies who have fired employees for e-mail misuse cite
the following reasons: "violation of any company policy (64%); inappropriate or
offensive language (62%); excessive personal use (26%); breach of confidentiality
rules (22%); other (12%)." Id. Companies further cite the following reasons for
termination for Internet misuse: "viewing, downloading, or uploading inappropriate/offensive content (84%); violation of any company policy (48%); excessive
personal use (34%); other (9%)." Id.
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trolling the user's phone."71 Monitoring text-messaging devices presents
two competing interests in the employment privacy context: "the employer's right to conduct business in a self-determined manner is matched
'7 2
against the employee's privacy interests or the right to be let alone.
Although many employers currently lack monitoring polices for text
messaging, the issue of privacy and mobile communication in the workplace should be critically important to employers. 73 In 2008, Nielsen released data showing that U.S. wireless subscribers now send and receive
more text messages than mobile phone calls. 7 4 During the second quarter
of 2008 alone-when the Ninth Circuit in Quon declared that employees
had a reasonable expectation of privacy 5 -cell phone users sent an average of 357 text messages per month. 76 Adding further complexity, a recent study found that 19% of smart phone users work more than fifty
hours per week and one-third of users think smart phones "enslave them
to work." 77 Thus, the use of text messaging in the workplace is an issue
78
that employers should quickly address.
Text messages and instant messages, which are similar to e-mails and
letters, are also becoming important elements of litigation. 79 Unfortu71. Marcus R. Jones & Hugh H. Makes, Traps in Electronic Communications,8 J.
Bus. & SEC. L. 157, 162 (2008).
72. Kevin J. Baum, Comment, E-Mail in the Workplace and the Right of Privacy, 42
VILL. L. REv. 1011, 1012 (1997).
73. For examples describing the intersection of privacy and mobile communication in the workplace, see infra note 79.
74. See In U.S., SMS Text Messaging Tops Mobile Phone Calling, supranote 8
(noting in second quarter of 2008, typical subscriber sent or received 357 text
messages, compared to 204 phone calls); see also Marguerite Reardon, Americans
Text More Than They Talk, CNET NEWS, Sept. 22, 2008, http://news.cnet.com/
8301-1035_3-10048257-94.html (discussing Nielsen survey results). Nielsen is a
global information and media company that measures markets and trends. See
generally Nielsen, http://en-us.nielsen.com/main/about/Profile (last visited Apr.
13, 2008).
75. For a more in depth discussion of Quon, see infra notes 90-111 and accompanying text.
76. See In U.S., SMS Text Messaging Tops Mobile Phone Calling, supranote 8
(discussing text messaging statistics).
77. See Smartphone Users Have Longer Workdays, Make More Money, And
Want More Time Off, http://www.informationweek.com/blog/main/archives/
2007/02/smartphoneuser.html (Feb. 23, 2007, 15:50 EST) (noting smart phone
users' work habits).
78. For a further discussion of employer monitoring policies, see infra notes
139-153 and accompanying text.
79. See Nancy Cooper, Workplace Cell Phone Policies, http://www.inc.com/
resources/recruiting/articles/20070901/ncooper.html (last visited Apr. 13, 2009)
(explaining legal liability risks for accidents caused by employees using cell phones
for work-related calls while driving); Engineer Sent Text 22 Seconds Before Fatal Train
Crash, CNN, Oct. 1, 2008, http://www.cnn.com/2008/US/10/01/train.crash.
probe/index.html?iref=newssearch (noting train conductor sent text message
twenty-two seconds before crash which killed twenty-five people); Christy Oglesby,
Cells, Texting Give PredatorsSecret Path to Kids, CNN, Jan. 11, 2008, http://wv.cnn.
com/2008/CRIME/01/ 11 /teachers.charged/index.html?iref=newssearch
(noting
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nately for employers, most text messaging is not solely limited to personal
use. 80 With as many as two-thirds of people utilizing text messaging for
both personal and business reasons, an employee's expectation of privacy
regarding those text messages is a critical issue for both employers as well
8
as labor and employment litigators.
Businesses have "entered a new frontier with sexual harassment, and
in terms of the [I]nternet, e[-]mail, text messaging, Facebook, social
networking, all those sites . . . can create new forums for sexual harass-

ment to occur."8 2 Compounding the concern for liability, a recent study
indicates that over 25% of people have sent a personal or sexually explicit
text message to the wrong person. 83 In one case, a company employee
received a sexually explicit text message from her boss at two o'clock in
the morning. 8 4 The boss denied sending it, "claiming a friend used his
phone that night without telling him." 8 5 Nevertheless, the company paid
8 6
approximately $50,000 in damages.
Employers, for a variety of reasons, may want to review employees'
text messages, 87 yet the privacy rules regarding this monitoring are far
increased role of text messaging in teacher/student sexual relationships); Texting
Banned on California Trains After Deadly Crash, CNN, Sept. 18, 2008, http://www.
cnn.com/2008/US/09/18/train.collision/index.html?iref=newssearch
(describing California Public Utilities Commission's ban on worker texting after fatal
crash). Like text messaging, instant messaging is a form of instant e-mail and "employers should view IM as a form of turbocharged e-mail, creating a written business record that must be monitored and managed." Id. Further, "[e]mployers are
advised to take control of instant messaging risks today, or face potentially costly
consequences tomorrow." Id.
80. See AM. MGMT. Ass'N & EPoL'Y INST., supra note 60, at 2 (explaining that
58% of American workers engage inpersonal instant message chats during their
workday). In one survey, "respondents report sending and receiving the following
types of inappropriate and potentially damaging IM content: attachments (19%);
jokes, gossip, rumors, or disparaging remarks (16%); confidential information
about the company, a coworker, or client (9%); sexual, romantic, or pornographic
content (6%)." Id.
81. See Resende, supra note 8 ("Two-thirds of respondents of an IDC/Nortel
survey of 2,400 employees in 17 countries said they use text messages for both
personal and business reasons.").
82. Interview by David Mark with Elizabeth Broderick, Fed. Sex Discrim.
Comm'r of Australia (ABC Local Radio broadcast Apr. 1, 2008), http://www.abc.
net.au/pm/content/2008/s2205210.htm; see also Textual Harassment, http://
(last visited
www.thesite.org/homelawandmoney/law/victims/textualharassment
Oct. 4, 2008).
83. See A Nation of Textperts, supra note 6 (discussing United Kingdom cell
phone users' texting habits).
84. See Text Message Costs Firm $50K (June 16, 2008), http://www.hrtech
news.com/text-message-costs-firm-50k (discussing instance where supervisor sent
inappropriate text messages to employee and subsequent damages award in text
messaging harassment case).
85. Id..
86. See id. (discussing claim and damages).
87. For examples describing the intersection of privacy and mobile communication in the workplace, see supra notes 84-86 and accompanying text.

Published by Villanova University Charles Widger School of Law Digital Repository, 2009

17

Villanova Law Review, Vol. 54, Iss. 3 [2009], Art. 5
[Vol. 54: p. 513

VILLANOVA LAW REVIEW

from established. Thus, Quon's holding is a critical ruling in the area of

employee privacy rights in mobile communication88
III.

TXT MsGs R PRVT: How QUON ESTABLISHES

A REASONABLE

EXPECTATION OF PRIVACY FOR TEXT MESSAGES

"Logic is a poor guide compared with custom."
-Winston

Churchill 89

Until Quon, no circuit court had specifically addressed the issue of

employee privacy in the context of using an employer's mobile device to
transmit or receive text messages. 90 In Quon, the Ninth Circuit held that a
88. See, e.g., Sylvia Hsieh, Text Messages Ruling Raises New Questions About Employers'PrivacyPolicies, LAw. USA, Aug. 11, 2008, at 18, available at http://www.all
business.com/legal/legal-services-law-practice-major-us-firms/1 1486241-1.html
(noting importance of Quon holding).
89. Logic Quotes, http://thinkexist.com/quotations/logic/3.html (last visited Mar. 14, 2008).
90. See Hsieh, supra note 88, at 18 (noting that Ninth Circuit is "the first circuit to address the issue"). In the context of the reasonable expectation of privacy
against a law enforcement search, however, numerous courts have recognized that
for the purpose of the Fourth Amendment, the person using the device has no
reasonable expectation of privacy. See United States v. Meriwether, 917 F.2d 955,
958-59 (6th Cir. 1990) (stating, in dicta, that individual who transmits text message
to another person's pager has no reasonable expectation of privacy in that message); Black v. City of Honolulu, 112 F. Supp. 2d 1041, 1054 (D. Haw. 2000) (noting if state issued employee's pager, then employee could not have had reasonable
expectation of privacy under state constitution); Adams v. City of Battle Creek, No.
1:98-CV-233, 1999 WL 425885 (W.D. Mich. Apr. 28, 1999), (holding governmental
employee had no reasonable expectation of privacy for pager that employer
"cloned" to monitor communications) affd in part and rev'd in part on othergrounds,
250 F.3d 980 (6th Cir. 2001); Yu v. United States, No. 97 CIV. 2736, 1997 WL
423070, at *2 (S.D.N.Y. July 29, 1997) (finding no reasonable expectation of privacy for information stored on co-conspirator's pager); Bohach v. City of Reno,
932 F. Supp. 1232, 1234-35 (D. Nev. 1996) (holding no expectation of privacy for
messages sent over alphanumeric paging system); Giles v. State, No. 01-95-01145CR, 1998 WL 704021, at *5-6 (Tex. App. Sept. 10, 1998) (finding no expectation of
privacy for two defendants whose own telephone numbers were stored in codefendant's pager); State v. Wojtyna, 855 P.2d 315, 317-19 (Wash. Ct. App. 1993)
(applying reasonable expectation of privacy rule for person who sent message to
pager).
Conversely, some courts have found that a defendant has a reasonable expectation of privacy on an employer's cell phone from searches by law enforcement.
See United States v. Hunter, No. 96-4259, 1998 WL 887289, at *3 (4th Cir. Oct. 29,
1998) (noting presumable expectation of privacy for pager seized by police officers
when defendant was arrested); United States v. Ortiz, 84 F.3d 977, 984 (7th Cir.
1996) (discussing case law concerning defendant's reasonable expectation of privacy concerning pager found on defendant's person when arrested); United States
v. Stroud, No. 93-30445, 1994 WL 711908, at *2 (9th Cir. Dec. 21, 1994) (finding
expectation of privacy for pager police seized from automobile in which defendant
was passenger); United States v. Brookes, No. CRIM 2004-0154, 2005 WL 1940124,
at *3 (D.V.I. 2005) (finding expectation of privacy for pager seized from defendant's person at time of his arrest by Drug Enforcement Administration agents);
United States v. Morales-Ortiz, 376 F. Supp. 2d 1131, 1135-36, 1139-42 (D.N.M.
2004) (finding expectation of privacy for pager seized from upstairs bedroom of

https://digitalcommons.law.villanova.edu/vlr/vol54/iss3/5

18

Lavis: Employers Cannot Get the Message: Text Messaging and Employee Pri

2009]

NOTE

City of Ontario Police Department employee had a reasonable expectation of privacy for text messages sent on employer-issued alphanumeric

pagers.

91

The police department in Quon informed its officers that use of the
pagers for personal matters was a violation of City policy and the department thus reserved the right to audit the messages at any time. 92 Employees were also informed that if they exceeded the monthly character limit
allotted for text messaging, they would be responsible for paying the resulting additional charges. 93 Because the City implemented this policy
before purchasing the pagers, the policy did not explicitly reference text
messages. 94 The department did, however, notify all employees during a
meeting that the department's monitoring policy applied to the use of the

pagers.

95

Despite the formal usage policy, Quon's superiors informed him that
the informal policy and practice was that if he paid the overage fees, his
messages would not be audited. 96 Officer Quon used his pager to send
residence when Drug Enforcement Administration agents arrested defendant on
first floor); United States v. Reyes, 922 F. Supp. 818, 831-36 (S.D.N.Y. 1996) (recognizing applicability of reasonable expectation of privacy concerning three pagers:
first seized from bag attached to defendant's wheelchair, second seized from automobile that had just transported defendant to hotel at which he was arrested, and
third seized from hotel's lost and found department); United States v. Lynch, 908
F. Supp. 284, 287 (D.V.I. 1995) (finding expectation of privacy for pager seized
from defendant upon his arrest, apparently taken from his person); United States
v. Chan, 830 F. Supp. 531, 534-35 (N.D. Cal. 1993) (finding expectation of privacy
for electronic pager seized from defendant's possession by federal agents who arrested him); United States v. Blas, No. 90-CR-162, 1990 WL 265179, at *20-21 (E.D.
Wis. Dec. 4, 1990) (finding reasonable expectation of privacy in pager, computer,
or other electronic data storage and retrieval device).
91. See Quon v. Arch Wireless Operating Co., 529 F.3d 892, 904-08 (9th Cir.
2008) (concluding that employee had reasonable expectation of privacy given employer's informal monitoring policy), reh'g en banc denied, 554 F.3d 769 (9th Cir.
2009).
92. See id. at 906. Specifically, the policy provided:
C. Access to all sites on the Internet is recorded and will be periodically
reviewed by the City. The City of Ontario reserves the right to monitor
and log all network activity including e-mail and Internet use, with or
without notice. Users should have no expectation of privacy or confidentiality when using these resources.
D. Access to the Internet and the e-mail system is not confidential; and
information produced either in hard copy or in electronic form is considered City property. As such, these systems should not be used for personal or confidential communications. Deletion of e-mail or other
electronic information may not fully delete the information from the
system.
E. The use of inappropriate, derogatory, obscene, suggestive, defamatory, or harassing language in the e-mail system will not be tolerated.
Id. at 896.
93. See id. at 897 (describing monitoring policy).
94. See id. at 896 (same).
95. See id. (same).
96. See id. at 897 (noting presence of informal policy).
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both business and personal messages, including numerous messages that
were sexually explicit. 97 Because numerous officers were consistently going over the monthly character limit, the department decided to audit officers' messages and asked the department's text provider, defendant Arch
Wireless, to deliver the contents of the officers' text messages. 98 Arch
Wireless printed out copies of the messages and delivered them to the
police department officials. 99 Quon sued Arch Wireless for violating the
Stored Communications Act and the police department for violating the
Fourth Amendment.1 00
After conducting a reasonable expectation of privacy balancing test,
the Ninth Circuit determined that Officer Quon had a reasonable expectation of privacy.' 0' The court reasoned that text messages are similar to
letters and e-mails.10 2 Thus, while the address information and the size of
the text message would not be protected under the Fourth Amendment,
the content of the text messages would. 10 3 In today's business world, where
electronic communication has largely supplanted the telephone and

The practice was, if there was overage, that the employee would pay for
the overage that the City had.... [Quon's supervisors] would usually call
the employee and say, 'Hey, look, you're over X amount of characters. It
comes out to X amount of dollars. Can you write me a check for your
overage [?]'
Id. Quon's supervisor created this informal policy. See id. (describing Lieutenant
Duke's practice of collecting overage fees). Even though Quon's supervisor was
not the "official policymaker," that fact did not diminish Quon's reasonable expectation. See id. at 907 (noting that Lieutenant Duke's statements as supervisor carry
great deal of weight).
97. See id. at 898 (describing Officer Quon's text message use).
98. See id. at 897-98 (noting acquisition of records).
99. See id. at 898 (same).
100. See id. (outlining claims).

101. See id. at 908-09 (analyzing expectation of privacy under Fourth Amendment reasonableness test). For further discussion of the Fourth Amendment reasonableness test, see supra notes 52-55 and accompanying text.
102. See id. at 905. It is well-settled that, "since 1878, . . .the Fourth Amendment's protection against 'unreasonable searches and seizures' protects a citizen
against the warrantless opening of sealed letters and packages addressed to him in
order to examine the contents." United States v. Choate, 576 F.2d 165, 174 (9th
Cir. 1978) (citing Ex parte Jackson, 96 U.S. 727, 732-33 (1877)); see also United
States v. Jacobsen, 466 U.S. 109, 114 (1984) ("Letters and other sealed packages
are in the general class of effects in which the public at large has a legitimate
expectation of privacy. . . ."). By contrast, individuals do not enjoy a reasonable

expectation of privacy in what they write on the outside of an envelope. See United
States v. Hernandez, 313 F.3d 1206, 1209-10 (9th Cir. 2002) ("Although a person
has a legitimate interest that a mailed package will not be opened and searched en
route, . . . there can be no reasonable expectation that postal service employees
will not handle the package or that they will not view its exterior.").
103. See Quon, 529 F.3d at 905 (analogizing text messages to letters and emails).
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hardcopy letter as the principal form of communication, such an analogy
10 4
is particularly relevant.
The Ninth Circuit specifically highlighted the importance of a monitoring policy that addresses text messaging and other electronic forms of
communication. 1 5 The court stated that unless there is regular monitoring and access, people retain a legitimate expectation of privacy in their
messages. 10 6 Applying this rule of law to the facts in Quon, the court's
ruling hinged upon the police department's informal monitoring policy. 10 7 Despite the police department holding a meeting to explicitly inform employees that the text messages were subject to the department's
general e-mail and Internet use policy, the court ruled that Officer Quon
had a reasonable expectation of privacy in his text messages-absent the
consent of a sender or recipient-because the operational reality revealed
that text messages were not monitored in most cases.' 0 8 The court specifically noted that personal text messages were not monitored if employees
paid for the messages and that many of the employees were aware of this
fact.109 Thus, the court determined that Quon retained a reasonable expectation of privacy.' 1 0 This privacy expectation is not boundless, however, because the court explained that one of the recipients could have
permitted the department to review their messages. I ".
IV.

THE LEGAL QUONUNDRUM: How QUON CONFLICTS
WITH E-MAIL PRIVACY RULINGS

"The Internet is just a world passing around notes in a classroom."
-Jon Stewart'

12

Although the Ninth Circuit concluded in Quon that the privacy interest in letters, e-mails, and text messages are identical, the court's holding
conflicts with the general principle that employees have no reasonable ex113
pectation of privacy in the presence of an employer monitoring policy.
104. For a discussion of the increase in text message as a form of electronic
communication, see supra note 11 and accompanying text.
105. See Quon, 529 F.3d at 896, 906-07 (highlighting department's lack of formal written policy regarding text messaging and presence of formal written policy
regarding computer, Internet, and e-mail usage).
106. See id.
107. See id. at 905 n.6 (recognizing importance of informal monitoring policy
to disposition of case).
108. See id. (addressing reasonable expectation of privacy due to informal usage policy).
109. See id. at 907 (same).
110. See id. at 906-07.
111. See id. at 906.
112. Internet Quotes, http://www.woopidoo.com/business-quotes/internetquotes.htm (last visited Mar. 15, 2009).
113. See Quon, 529 F.3d at 905 (reasoning employer policy renders employees'
expectations of privacy unreasonable). For a discussion of why employees have no
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In particular, courts have ruled that employees have no reasonable expectation of privacy in the contents of e-mail messages sent and received over
their employers' e-mail systems and stored on the employees' office computers. 114 The Ninth Circuit should have adhered to the law concerning
in the workplace and applied this principle
e-mail and computer privacy
5
of law to text messaging.'

11

Because text messages are similar to e-mails, an employee's expectation of privacy may be overcome by a formal usage policy. 116 Courts have
found no expectation of privacy in computer files or e-mails for an employee where: (1) the employer owns the computer; (2) the employee uses
that computer to obtain access to the Internet and e-mail through the
employer's network; and (3) the employer explicitly cautions the employee that information flowing through or stored on computers within
the network cannot be considered confidential." l7 In particular, where a
government employer has adopted and enforced an express e-mail usage
policy, an employee's expectation of privacy will not be reasonable.' 18 Yet
even when there is no formal usage policy, an employee may lack a reasonable expectation of privacy: in one case, a court determined that a private
employee had no reasonable expectation of privacy even when the employer repeatedly assured employees that the company "would not intercept
e-mail communications and reprimand or terminate them based on the
contents thereof."' 19
At least one court has also looked to ownership of e-mail accounts
and computers to determine reasonable expectations of privacy. 120 In Mcreasonable expectation of privacy in the presence of an employer monitoring policy, see supra notes 56-58 and accompanying text.

Smyth v. Pillsbury Co., 914 F. Supp. 97, 101 (E.D. Pa. 1996)
114. See, e.g.,
(finding no reasonable expectation of privacy in work e-mail); McLaren v.
Microsoft Corp., No. 05-97-00824-CV, 1999 WL 339015, at *5 (Tex. App. May 28,
1999) (not designated for publication) (allowing no reasonable expectation of privacy on employer-owned computer).
115. For a discussion of e-mail privacy, see supra notes 54-68 and accompanying text.
116. See, e.g., Smyth, 914 F. Supp. at 101 (finding no reasonable expectation of
privacy in tort action concerning e-mails voluntarily made from employee to employer using company email system).
117. See Wasson v. Sonoma County Junior Coll., 4 F. Supp. 2d 893, 905-06
(N.D. Cal. 1997) (noting that employer's computer policy, which provides "the
right to access all information stored on [the employer's] computers," defeats employee's reasonable expectation of privacy in files stored on employer's computers). For further discussion of privacy cases in the workplace see supra note 56.
118. See Kelleher v. City of Reading, No. CIV.A.01-3386, 2002 WL 1067442, at
*8 (E.D. Pa. May 29, 2002) (finding no reasonable expectation of privacy).
119. See Smyth, 914 F. Supp. at 100 n.2 (discussing employer assurances not to
monitor e-mails).
120. See McLaren v. Microsoft Corp., No. 05-97-00824-CV, 1999 WL 339015, at
*4 (Tex. App. May 28, 1999) (not designated for publication) (recognizing employer's ownership of e-mail and computer).
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Laren v. Microsoft Corporation,12 1 the Court of Appeals of Texas concluded
that an employee had no reasonable expectation of privacy in the contents
of e-mail messages sent and received over his employer's e-mail system and
stored on the employee's office computer. 122 Following the termination
of his employment, the employee filed suit against his employer, bringing
a claim for invasion of privacy based on allegations that his employer
broke into some of the personal folders maintained on his office computer. 1 23 The employee asserted that because he stored e-mail messages
under a private password with the employer's consent, he had a legitimate
124
expectation of privacy in the contents of the folders.
In ruling that there was no legitimate expectation of privacy, the
court considered the specific work-related purpose of the computer.' 25 In
that case, the employee was provided with an employer-owned workstation
to perform the functions of his job.' 26 The court held that "the e-mail
messages contained on the company computer were not [the employee's]
personal property, but were merely an inherent part of the office
127
environment."
Despite precedent that employees lack an expectation of privacy in email and computer files, the Ninth Circuit instead relied on the informal
monitoring policy to decide that Officer Quon had a reasonable expectation of privacy in his text messages. 128 Like computers, cellular phones
are also an inherent part of the office environment.1 29 Further, the monitoring of e-mail and Internet usage was specifically covered in a formal
policy, which was later extended to include text messages. 13 0 In fact, Officer Quon even attended the meeting during which the police department announced that the "general" monitoring policy specifically covered
texting. 13 1 Nevertheless, as one scholar summarized, the court held that
121. No. 05-97-00824-CV, 1999 WL 339015 (Tex. App. May 28, 1999) (not
designated for publication).
122. See id. at *4 (distinguishing locked lockers from computers and finding
no expectation of privacy in email on company-owned email system and stored in
file folder on company-owned computer).
123. See id. at *1 (discussing allegations of disclosure of e-mails to third
parties).
124. See id. at *4 (recapitulating plaintiff's argument, which analogized password protected e-mails to locked lockers to establish reasonable expectation of
privacy).
125. See id. (considering work-related activities conducted on computer and
ownership of computer and email system).
126. See id. (same).
127. Id. (holding that e-mails are work items).
128. See Quon v. Arch Wireless Operating Co., 529 F.3d 892, 905 (9th Cir.
2008), reh'gen banc denied, 554 F.3d 769 (9th Cir. 2009). For further discussion on
the Ninth Circuit's ruling, see supra notes 101-103 and accompanying text.
129. For further discussion of the integration of text messaging and cell
phones into the workplace, see supra notes 28-30 and accompanying text.
130. See Quon, 529 F.3d at 906. For further discussion of the employer's formal policy in Quon, see supra note 92.
131. See Quon, 529 F.3d at 896.
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"[t]he operational reality of the Department was that text messages were
not monitored in most cases, particularly if personal use was paid for, and
that many of the employees were aware of this fact. Thus, despite having a
132
policy, the employer's failure to consistently implement it proved fatal."
V.

QUONING AROUND: HOW TO AVOID GIVING EMPLOYEES A
REASONABLE EXPECTATION OF PRIVACY

"The fault lies not with our technologies but with our systems."
-Roger Levian

133

Due to the Ninth Circuit's divergence from traditional employee privacy law, Quon received significant attention from employment and privacy
law lawyers. 13 4 Many privacy advocates and media outlets hailed Quon as a
victory for employee privacy. 135 Meanwhile, employment lawyers speculated about whether employers would need to make substantial changes to
136
their technology usage policies.
Employers may still protect their interests while showing deference to
the Quon decision.' 3 7 Drawing from the court's analogy of text messages
to letters, it appears likely that an employer could still receive "address
information" for text messages and the number of text characters without
132. 1 ANtREw B. SERWIN, INFORMATION SECURITY AND PRIVACY: A PRACTICAL
GUIDE TO FEDERAL, STATE AND INTERNATIONAL LAw § 15:2 (2d ed. 2008).
133. Technology Quotes/Quotations, http://quotes.liberty-tree.ca/quotesabout/technology (last visited Sept. 14, 2008).
134. See, e.g., Philip Gordon, Quon Ruling Not a Significant Obstacle to Employers' Accessing Text Messages (June 20, 2008), http://privacyblog.littler.com/
tags/fourth-amendment/ (noting various media attention regarding ruling).
135. See Maura Dolan, PryingBosses Get the Message, L.A. TIMES, June 19, 2008,
at Cl, available at http://articles.latimes.com/2008/jun/19/local/me-textl9 (reporting that Ninth Circuit's decision in Quon "sharply limited the ability of employers to obtain e-mails and text messages sent by employees on company-financed
K.C. Jones,
accounts"). Many major news outlets echoed this sentiment. See, e.g.,
Court Rules Employee Text Messages Are Private, INFORMATIONWEEK, June 23, 2008, at
17 (reporting Quon as victory for privacy advocates).
136. See Melissa P. Stewart, Ripple Effect? 9th Circuit Ruling Gives Both Employers
and Employees Insight into Privacy Rights Relating to Text Messages, MICH. LAw. WKLY.,
Aug. 4, 2008, http://www.milawyersweekly.com/subscriber/archivesFTS.cfm?
page=mi/08/8040877.htm&reclD=441797&QueryText=9th%20and%20circuit%

20and%20ripple%20and%20effect (discussing implication of ruling). If other
courts interpret this decision as "the beginning of a sea change in privacy laws, it
will make it much harder for employers to investigate a wide range of illegal activities by employees, including theft of trade secrets and any type of harassment."
Hottle, supra note 19.
137. SeeWendy M. Lazerson & Kristen M. Pezone, Text Messages Off Limits to

Employer Inspection (June 24, 2008), http://www.bingham.com/Media.aspx?MedialD=7173 ("In the new frontier of electronic workplace communications....
employers [may] not [ ] read the content of text messages sent by employees
through a third-party service provider without the consent of [] the
employee .... )
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obtaining consent. 138 Moreover, there are straightforward and legal ways
9
for employers to navigate the court's ruling. 13 For example, employers
may create and enforce policies requiring employees to conduct company
business on company networks and configure electronic devices140to ensure
that all related communication is routed over those networks.
Pedagogically, Quon instructs employers to have specific formal policies, to enforce such policies, and to inform employees of any limits on
their rights of privacy. 141 A company should develop a comprehensive
142
Specifically,
Internet and electronic usage policy.

employers should (1) review their electronic communication policies to ensure that the policies extend to all forms of workplace
electronic communication and put employees on notice that they
should have no expectation of privacy in any of [these] commupolicies in
nications, and (2) ensure that there are no informal
14 3
place that are consistent with their state policies.
When crafting a policy, an employer should adhere to the following key
principles: (1) have a formal written policy and distribute it to all employees; (2) use the policy to inform employees that e-mail and other employer provided hardware are for business use only; (3) enforce the policy
to avoid creating an informal expectation of privacy through lack of enand (5) inforcement; (4) prohibit offensive or sexually explicit material;
144
clude all forms of electronic communications in the policy.
138. See Quon v. Arch Wireless Operating Co., 529 F.3d 892, 906 (9th Cir.
2008) (examining possibility of extracting address information from text
messages), reh'g en banc denied, 554 F.3d 769 (9th Cir. 2009).
139. See Philip Gordon, supra note 134 ("Employers can easily and lawfully circumvent the Court's ruling.").
140. See id. (discussing strategies to navigate Quon ruling).
141. See Stewart, supra note 136 ("The lesson to be learned [from Quon] is
that an employer should have a specific written policy, that is enforced, informing
employees of any limits on their rights of privacy.").
142. See generally ToddJ. Shill, Kevin M. Gold &John R. Martin, Still Don't Get
IT?, in EMPLOYMENT LAw INSTITUTE WEST 2007, V-9 to V-10 (2007), available at
(noting effective ehttp://www.paecomm.org/still%20dont%20get%201T.htm
mail/Internet policy should address following areas: (1) expectation of privacy; (2)
code of conduct; (3) e-mail retention; (4) monitoring, and (5) employee training
and awareness). Further,
The policy should include a clear and concise statement informing employees that: (1) they shall have no expectation of privacy with regard to
anything that is placed on the employer's computer network; (2) the
computer network is owned by the employer; and (3) a password is no
indication of personal privacy.
Id. at V-9.
143. Lazerson & Pezone, supra note 137.
144. See Bruce R. Alper, Managing the Electronic Workplace, in 2 36TH ANNUAL
INSTITUTE ON EMPLOYMENT LAW 2007, 1157, 1179-80 (2007) (outlining essential
elements of policy); Shill et al., supra note 142, at V-9 to V-10 (same).
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Importantly, an employer should consistently enforce all policies. 145
The Ninth's Circuit's reliance on the employer's operational reality could
"open the door for employee claims against employers or third-parties
based on discrepancies between the day-to-day realities and written policies of a workplace." 1 46 Beyond initial training and distribution of policy
manuals, employers may take other actions to reduce employee misconduct. 1 4 7 Frequently redisseminating policies on employees' permitted use
and actual monitoring, and reminding employees of the policies as part of
1 48
the start-up procedure for their office computers are two such actions.
To illustrate the importance of adhering to the policies, employers should
also remind employees of the penalties for violating such restrictions and
149
publicize violations and punishments as they arise.
Currently, many employers lack adequate Internet or electronic communications monitoring policies. 150 According to a recent survey by the
American Management Association, only 66% of American corporations
monitor employee use of computers and Internet. 1 5 1 Less than half monitor employee e-mail usage. 15 2 Overall, employer storage and review of e153
mail has increased dramatically.
In addition to monitoring policies, employer behavior also can greatly
impact privacy expectations.' 5 4 Although employers should proactively try
to articulate any employee privacy issues, employees can avoid employers'
access to certain communications by refraining from using their employerowned devices for any such communication. 155 Further, employers
should ensure that employees closely follow company policies regarding
electronic communications. 1 56 In fact, given such policies, most employ-

145. See Shill et al., supra note 142, at V-10 (discussing importance of dissemination, enforcement, and periodic reminders of policies).
146. Kevin Fayle, 9th Circuit Ups the Ante for Disclosure of Employee Text Messages
in Quon v. Arch Wireless, FINDLAw, July 1, 2008, http://technology.findlaw.com/
resources/scripts/printer friendly.pl?page=//articles/00006/01 1188.html.
147. See Richard Cooper, Is There a Reasonable Expectation of Privacy in the Workplace?, NAT'L L.J., Oct. 16, 2006, at 15, available at http://www.law.com/jsp/ihc/
PubArticleIHC.jsp?id=1161075921850 (outlining ways in which employers may reduce employees' expectation of privacy).
148. See id.
149. See id.
150. See AM. MGMT. Ass'N & EPoL'Y INST., supra note 70, at 1.
151. See id. (reporting survey statistics).
152. See id. (noting 43% of companies monitor e-mail use).
153. See id. (noting increase in monitoring policies).
154. See Brown, supra note 19, at 66 (noting employees should not expect
privacy for electronic communications).
155. See Stewart, supra note 136 (discussing implications of Quon).
156. For further discussion on electronic communication monitoring policies, see supra note 142.
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ees acknowledge that they have no reasonable expectation of privacy in
1 57
electronic communications.
Technology in the workplace is a new and dynamic source of potential liability and litigation for employers. 1 58 Some organizations, however,
also receive substantial benefits from the use of mobile forms of electronic
communication such as text messaging.1 59 Thus, to balance the possible
harms and benefits of emerging technology and electronic communication, employers should carefully "enact appropriate and effective policies
1 60
for employee use of company provided technology."

VI.

CONCLUSION: ADDRESSING THE QUONUNDRUM

"Now this is not the end. It is not even the beginning of the end."
-Winston Churchill 161
157. See Philip Gordon, supra note 134 (analyzing survey results). Littler Mendelson, P.C. and the Ponemon Institute LLC recently surveyed employee's expectations of privacy. The survey found that:
[E]mployees exhibited a very low expectation of privacy in their electronic mail over the corporate intranet. Only 38% of both [young adults]
and [older adults] responded that their privacy would be violated if their
employer viewed their e-mail and Internet access over the corporate intranet. This response rate was far lower than the sense of privacy violation created by an employer's monitoring of any other activity examined,
including location tracking, off-duty blogging, and iPod use. The percentages did not change significantly even when respondents were asked
whether their privacy would be violated if their employer required them
to permit access to Web-based e-mail accounts used for business purposes
(including the respondent's home computer), with only 52% of [young
adults] and only 42% of [older adults] responding that they would consider such conduct to be a privacy violation. Ironically and in somewhat
of a contradiction, 68% of [young adults] responded that their employer
should not use their e-mails and instant messages without their consent.
PHILIP L. GORDON & LARRY PONEMON, WORKPLACE SURVEY ON THE PRIVACY AGE GAP

11 (2007).
158. For further discussion of liability arising out of electronic communication, see supra note 79 and accompanying text.
159. For further discussion of the role of text messaging in the corporate
world, see supra notes 13, 69, and accompanying text. One company has even
implemented the policy of terminating employees via a text message rather than
confronting the employee in a phone call. See Katie Fretland, UK. Store Worker
Fired by Text Message, USA TODAY, Aug. 7, 2006, http://www.usatoday.com/tech/
news/2006-08-07-text-message-firedx.htm (describing employer's defense of firing one employee via text message is attempt to "keep modern").
160. Thompson, supra note 45; see also Shannon Going & Vanessa Whang,
Search of Employee Text Messages Held to Violate Fourth Amendment (July 17,
2008), http://www.callaborlaw.com/archives/court-decisions-search-of-employeetext-messages-held-to-violate-fourth-amendment.html (discussing importance of
enacting policies).
161. Winston Churchill, Address at the Lord Mayor's Luncheon at the Mansion House: The Beginning of the End (Nov. 10, 1942), available at http://www.
churchill-society-london.org.uk/EndoBegn.html.
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Quon provides little guidance to the specifics of employee privacy
rights in regards to text messaging on an employer's phone. Indeed, by
creating a conflict between e-mail and text messaging case law, Quon raises
new questions but does not provide answers. 162 Although Quon may be
limited, employers should still be cognizant of the importance of em163
ployee privacy rights with employer owned devices.
Quon highlights five important issues that employers should consider.
First, it highlights the importance of having clear and precise monitoring
policies that adapt to rapidly expanding forms of mobile communication. 164 Second, the Ninth Circuit demonstrated that it would look beyond formal monitoring policies to the operational realities of the
workplace; therefore, consistent monitoring is critical. 165 Third, even
though an employer may own the device, have a monitoring policy, and
pay for the service, monitoring the content of the communications may
not be permissible. 166 Fourth, usage policies should account for text mes16 7
saging and other technological developments in communications.
Fifth, employers-at least in the Ninth Circuit-should review current usage policies and monitoring standards to make sure both adhere to Quon.
Through careful adherence to these key issues, employers may avoid the
168
legal conundrum presented by Quon's ruling.
AmandaJ.Lavis

162. See Sylvia Hsieh, supra note 88 (discussing unanswered questions raised
by ruling).
163. For a further discussion of employee privacy rights in the context of employer owned devices, see supra notes 125-60 and accompanying text.
164. For a further discussion on monitoring policies, see supra notes 142-53
and accompanying text.
165. For a further discussion of the operational realities test, see supra note
46-50 and accompanying text.
166. For a further discussion of the monitoring of the contents of electronic
communication, see supra note 142 and accompanying text.
167. For a further discussion of the importance of text messaging in corporate America, see supra notes 13-14 and 26-30 and accompanying text.
168. For further discussion of the importance of a usage policy, see supra
notes 56-68 and accompanying text.
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