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access to all requested documents; access to all employees of the
disclosing entity; assistance in investigating the violation, any
noncompliance problems related to the disclosure, and any envi-
ronmental consequences related to the violations; access to all
information relevant to the violations disclosed, including that
portion of the environmental audit report or documentation
from the compliance management system that revealed the viola-
tion; and access to the individuals who conducted the audit or
review.

49 1

Unfortunately, like the 1996 Policy Statement, the new EPA Policy State-
ment does not provide sufficient guidance as to the EPA's position on
waiver of attorney-client privilege or work product doctrine protection, 492

and does not contain provisions like those in the DOD voluntary disclo-
sure program and the SEC cooperation policy, described above, that to
some degree protect against unnecessary coercion of privilege waivers.

4. The Department of Health and Human Services Provider Self-Disclosure
Protocol

In 1998, the Office of Inspector General of the Department of Health
and Human Services (OIG) implemented a new voluntary disclosure pro-
gram called the "Provider Self-Disclosure Protocol. ' 493 The 1998 Protocol
evolved from an "Operation Restore Trust" pilot program developed by
the Department of Health and Human Services (HHS) and the Depart-
ment ofJustice to encourage voluntary disclosures of fraud by health care
providers. 494 The 1998 Protocol was developed to provide guidance to
health care providers on what HHS considers to be the appropriate ele-
ments of an effective investigative and audit plan to address potential vio-
lations of law.49 5 Participation in the program is entirely voluntary, and
precise compliance with the Protocol is not mandatory, but HHS cautions

491. Id. at 19,623.
492. The Explanation of Policy section of the Final Policy Statement does

contain a strong statement in opposition to the audit privilege and immunity laws
that exist in some states, taking the position that those laws "are unnecessary, tin-
dermine law enforcement, impair protection of human health and the environ-
ment, and interfere with the public's right to know of potential and existing
environmental hazards." Id. Although that portion of the Explanation of Policy
contains some anti-privilege statements, it appears that those statements are di-
rected at state laws creating audit privileges and immunities and not at assertions
of attorney-client privilege or work product doctrine protection. See id. at 19,623-
24.

493. Provider Self-Disclosure Protocol, 63 Fed. Reg. 58,399 (Oct. 30, 1998).
494. See id. at 58,400 (describing origin of protocol); see also Gerson & Gla-

dieux, supra note 6, at 195-96 (describing operation of 1998 Protocol); Lewis Mor-
ris & Gary W. Thompson, Reflections on the Government's Stick and Carrot Approach to
Fighting Health Care Fraud, 51 ALA. L. REV. 319, 357-59 (1999) (describing develop-
ment of HHS Provider Self-Disclosure Protocol).

495. See Provider Self-Disclosure Protocol, 63 Fed. Reg. at 58,400 (noting in-
tentions of OIG and HHS in enacting protocol).
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that failure to conform to each element of the Protocol "will likely delay
resolution."

496

The Protocol sets out a detailed procedure for health care providers
to follow in conducting an internal investigation of a potential violation of
federal criminal, civil or administrative law and voluntarily reporting the
results of the internal investigation to HHS.49 7 For purposes of this Arti-
cle, the most important element of the Protocol is its provision on verifica-
tion by HHS Office of Inspector General. The "OIG's Verification"
provision of the Protocol states that the extent of verification will depend
on the "quality and thoroughness of the internal investigative and self-
assessment reports" that are submitted by providers pursuant to the Proto-
col.4 98 The Protocol then addresses assertion of privileges in connection
with the voluntary disclosure of the results of a provider's internal
investigation:

To facilitate the OIG's verification and validation processes, the
OIG must have access to all audit work papers and other support-
ing documents without the assertion of privileges or limitations
on the information produced. In the normal course of verifica-
tion, the OIG will not request production of written communica-
tions subject to the attorney-client privilege. There may be
documents or other materials, however, that may be covered by
the work product doctrine, but which the OIG believes are criti-
cal to resolving the disclosure. The OIG is prepared to discuss
with provider's counsel ways to gain access to the underlying in-

formation without the need to waive the protections provided by
an appropriately asserted claim of privilege. 4 99

This provision of the Protocol recognizes the potential privilege waiver
problem and addresses it in a general way, but it provides no assurance
that the production of privileged material will not be required by the HHS
in order for the health care provider to obtain the liability mitigation ben-
efits of voluntary disclosure. Moreover, once the initial step of voluntary
disclosure is taken, it is unlikely that a provider will refuse to provide re-

496. Id.
497. See id. An important exception to the application of the Protocol is an

ongoing fraud. The Protocol states that providers who discover "an ongoing fraud
scheme" should immediately contact the HHS Office of Inspector General, but
should not follow the internal investigation procedures set out in the Protocol
because doing so creates a "substantial risk that that the Government's subsequent
investigation will be compromised." Id. Thus, it appears that the internal investi-
gation procedures in the Protocol are only intended to apply to past, completed
violations of law, and any ongoing violations should be reported to HHS for inves-
tigation by the agency.

498. Id. at 58,403.
499. Id.
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quested material and in doing so risk much harsher government enforce-
ment action.

50 ° °

Practitioners have recognized that the HHS Provider Self-Disclosure

Protocol, like the other voluntary disclosure programs discussed in this

Part, puts substantial pressure on participants to waive privileges and, in so

doing, undermines the continued viability of the privilege in our legal sys-
tem.5

01 Practitioners also realize that a waiver in the context of the HHS
Protocol is likely to constitute a waiver with respect to other government

agencies in collateral investigations. 50 2 As was the case with the EPA vol-

untary disclosure program discussed above, it appears that concerns about
privilege waivers and exposure to liability in collateral lawsuits prompted

by voluntary disclosure may have discouraged participation by health care

providers in the HHS program.50 3

For purposes of this Article, however, the important point is not the

success of the HHS program as a means to curtail health care fraud.
Rather, the important point is that (as presently structured) the effect of

the program is to coerce waivers of privilege by health care providers who

choose to participate in the program. In so doing the HHS program, like

500. Two practitioners have described the impact on health care lawyers of
these developments in particularly dramatic terms, as follows:

they sail between the Scylla of zealous federal law enforcement agents
and prosecutors who attack privilege under the guise of the so-called
'crime-fraud' exception and the Charybdis of besieged clients who readily
waive privilege in an attempt to show that they acted pursuant to the ad-
vice of counsel and not with any intent to violate the law or to minimize
financial and prosecutorial risk by participating in government voluntary
disclosure programs.

Gerson & Gladieux, supra note 6, at 164-65 (emphasis in original).
501. See id. at 195-96 (observing that "real interest" of potential self-discloser

in HHS program "is that any potential liabilities will be mitigated and be reflected
in a potential settlement agreement between the provider and OIG," and that as
consequence attorney providing health care transactional advice or conducting in-
ternal investigation cannot assume client confidentiality will be maintained, in part
because government may force disclosure, but also because of "even greater likeli-
hood that the client itself will make a voluntary disclosure"). Gerson and Gladieux
conclude that the health care attorney "must come to realize that the traditional
expectations of near absolute confidentiality of attorney advice and communica-
tions no longer are assured." Id. at 204.

502. See Gabriel L. Imperato, Internal Investigations, Government Investigations,
Whistleblower Concerns: Techniques to Protect Your Health Care Organization, 51 ALA. L.

REV. 205, 226 (1999) ("Regardless of the decision on the duty to disclose, the or-
ganization does have a duty to discontinue any conduct that violates the law. If the
organization does not discontinue the activities revealed as a result of the investiga-
tion, that inaction itself becomes fraud."). For a recent example of a health care
fraud case in which disclosure of privileged materials to the Department of Justice
pursuant to a confidentiality agreement was held to constitute a waiver of privilege
that permitted private plaintiffs to obtain the privileged materials, see generally In
re Columbia Healthcare/ HCA Healthcare Corp. Billing Practice Litig., 293 F.3d 289 (6th
Cir. 2002), discussed in more detail, supra note 464 and accompanying text.

503. See Morris & Thompson, supra note 494, at 360-61 (describing concerns
about collateral litigation).

[Vol. 48: p. 469
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the other voluntary disclosure programs discussed in this Part, has contrib-
uted to the substantial erosion of the privilege that has occurred over the
past two decades.

G. Internal Revenue Service Form 8300 Reporting Requirements

One final federal law enforcement initiative that has adversely af-
fected the attorney-client privilege should be noted briefly. For almost
twenty years now, federal law has required persons who are "engaged in a
trade or business" and in the course of that trade or business "receive
more than $10,000 in cash in [a single] transaction, (or two or more re-
lated transactions)," to report their cash receipts to the Internal Revenue
Service. 5

11
4 The relevant statute and the Internal Revenue Service form for

reporting cash transactions-Form 8300-requires the filer to provide
identifying information about the person from whom the cash was re-
ceived. 5

0
5 Sanctions for failure to comply with the reporting requirements

include both civil and criminal penalties. 50 6

Congress did not exempt attorneys from the coverage of the cash
transaction reporting law, and the Internal Revenue Service refused to ex-
empt attorneys by regulation, so the Form 8300 reporting requirement
applies to attorneys in the same manner as other trades and businesses. 50 7

504. 26 U.S.C. § 60501(a) (2002). For a detailed analysis of the history, enact-
ment and application of section 60501 and the Internal Revenue Service form used
to report cash transactions, see generally Ellen S. Podgor, Form 8300: The Demise of
Law as a Profession, 5 GEO. J. LEGAL ETHIcs 485 (1992). Another federal statute,
enacted in 2001, imposes a similar reporting requirement for coin and currency
receipts of more than $10,000 received by a non-financial trade or business. See 31
U.S.C. § 5331 (2002).

505. See 26 U.S.C. § 60501(b) (listing requirements necessary to file form); see
also Internal Revenue Service Form 8300 [hereinafter Form 8300], available at
http://www.irs.gov/forms-pubs/forms.html (last visited Jan. 8, 2003) (providing
manner for reporting executed cash transactions). The current version of Form
8300 requires that the filer provide the name, address, taxpayer identification
number, and occupation, profession, or business of the individual from whom the
cash was received. See id., at items 2-13. The form also requires the filer to verify
the identity of the person from whom cash was received by "examination of a docu-
ment normally accepted as a means of identification when cashing checks." Id. at
item 14 and Instructions.

506. See26 U.S.C. §§ 60501, 7203 (2002) (providing that "a willful violation of
any provision of section 60501" is felony punishable by imprisonment for up to five
years).

507. In fact, as Professor Podgor has noted, the original implementing regula-
tions for section 60501 even used attorneys as the recipient of funds in the exam-
ples of how the statutory provision was to operate. See Podgor, supra note 504, at
487 n.10; see also Harrington & Lustig, supra note 6, at 634-35 (noting that
"[r]ather than promulgating an attorney-client exception, however, the IRS flatly
rejected any idea that lawyers should be treated differently than others subject to
section 60501") (citation omitted). Subsequent efforts to amend the law to exempt
attorneys also have been unsuccessful. See Podgor, supra note 504, at 492 & n.45
(discussing American Bar Association's adoption of formal resolution opposing ap-
plication of section 60501 to attorneys); cf Katrina R. Abendano, The Role of Lawyers
in the Fight Against Money Laundering: Is a Reporting Requirement Appropriate?, 27 J.
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Attorneys have challenged the application of the reporting requirement to
members of the legal profession on a variety of legal grounds, including
the attorney-client privilege and state rules of professional responsibility
requiring attorneys to maintain the confidences and secrets of clients, but
the courts have declined to strike down the reporting requirement's appli-
cation to attorneys.50 8 Of particular concern to those who oppose applica-
tion of the reporting requirement to attorneys is federal law enforcement
authorities' use of Form 8300 reports to investigate criminal activity other
than tax law violations based upon unreported income, which was the
original purpose of the reporting requirement.5 0 9

Commentators have argued that requiring attorneys to file Form 8300
reports about their clients is inconsistent with the practice of law as a pro-

LE.Is. 463, 465-66 (2001) (describing continuing applicability of Form 8300 to
lawyers).

508. See Aurelle S. Locke & Patricia Nodoushani, Can Attorneys Ever Escape Sec-
tion 60501's Cash Reporting Requirements?, 85]. TAX'N 361, 364-66 (1996) (collecting
section 60501 cases); see also Ronald K. Vaske, Uncertain Attorney-Client Privilege Pro-
vides No Assurance: The IRS Form 8300 Dilemma in United States v. Sindel, 29 CREICII-
TON L. REV. 1323, 1357-60 (1996) (analyzing Eighth Circuit case holding, after in
camera review, that attorney-client privilege may apply to Form 8300 reporting by
attorney if providing information would reveal subject matter of confidential
communication).

509. See Harrington & Lustig, supra note 6, at 637 (noting that section 60501 is
used as monitoring mechanism for drug control enforcement); Podgor, supra note
504, at 494-500 (describing four sections of Form 8300 and its questions concern-
ing "suspicious activities"). Professor Podgor points out that section 60501 is not a
"money laundering" statute because money laundering is "a process of changing
illegal funds into legitimate money." Podgor, supra note 504, at 487 n.12; cf Har-
rington & Lustig, supra note 6, at 674-75 (comparing section 60501 to federal
money laundering statute). Section 60501, in contrast, applies to all cash transac-
tions, regardless of the legitimacy by which the cash was obtained (and requires
attorneys and others to report the receipt of the cash in excess of the statutory
amount, without regard to the source of the funds). Another federal statute more
directly targets money laundering. See 18 U.S.C. § 1957 (2002). For a discussion of
the money laundering statute and the issues it presents with respect to criminal
defense lawyers, see generally Eugene R. Gaetke & Sarah N. Welling, Money Laun-
dering and Lawyers, 43 SYRAcusE L. REV. 1165 (1992); Paul G. Wolfteich, Making
Criminal Defense a Crime Under 18 U.S.C. Section 1957, 41 VAND. L. REv. 843 (1988).
Because the money laundering law prohibits transactions involving the proceeds of
criminal activities, it arguably represents less of an intrusion into the attorney-cli-
ent relationship than the cash transaction reporting requirement, which applies to
all transactions in excess of the statutory amount whether or not the funds were
derived from criminal activity. The money laundering statute also contains a "safe
harbor" for "any transaction necessary to preserve a person's right to representa-
tion as guaranteed by the sixth amendment to the Constitution." 18 U.S.C.
§ 1957(f)(1). Despite these limitations, however, the money laundering statute is
perceived as a serious threat to the attorney-client privilege by defense counsel,
particularly since the Justice Department has used the statute to prosecute a lawyer
for a fee transaction with a client. See Daniel E. Rovella, Going From Bad to Worse:
Defense Bar FearsJail Over Tainted Fees, NAT'LJ., Mar. 11, 2002, at Al (reporting that
"[e]fforts ... to make lawyers 'gatekeepers' of the financial system may further
impede the ability of criminal defense lawyers to properly represent their clients").
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fession, 5 1°1 has a detrimental effect on attorney-client relations5 1 1 and is
misguided as a tax policy because a law that was "designed to capture a
part of the underground economy has become a tool in the war against a
wide variety of crimes." Despite these criticisms, Congress has declined to
exclude attorneys from the reporting requirement and attorneys appear to
have accepted, or become resigned to, the application of the reporting
requirement. The significance of the Form 8300 controversy for purposes
of this Article is that it represents yet another chink in the armor of the
attorney-client privilege inflicted by federal law enforcement authorities
willing to subjugate the privilege to their agencies' law enforcement
goals. 512 Even accepting the premise that a valid issue exists as to whether
the objectives of the cash reporting requirement (whether the original ob-
jective of capturing unreported income for tax enforcement purposes or
the subsequent objective of using the reports to ferret out other criminal
activity) might have been frustrated by an attorney exemption, it would
seem that the government could have given the benefit of the doubt to the
privilege and later amended the form to apply to lawyers if the cost of
protecting the privilege proved too high. In failing to do so there can be
no doubt that federal law enforcement took yet another step to under-
mine and erode the privilege. The long-term results of that step are diffi-
cult to predict, but at least two potential adverse effects are identifiable.
The first, discussed at numerous points in this Article, is that the cumula-
tive effect of the many injuries inflicted upon the privilege ultimately may
prove fatal. 513 A second, more immediate, concern is the "camel's nose in
the tent" effect-that, as often is the case, the initial invasion into the pro-

510. See Podgor, supra note 504, at 492 (noting sacrosanct nature of attorney-
client relationship).

511. See Harrington & Lustig, supra note 6, at 634 n.48 & n.49 (explaining
section 60501's effects on attorneys). Professors Harrington and Lustig conclude,
however, that notwithstanding the detrimental effect of section 60501 on the attor-
ney-client relationship, there is no justification in the case law for permitting attor-
neys to refuse to comply with the reporting requirements, and therefore the only
available remedy is for Congress to amend the statute to provide an exclusion for
attorneys. See id. at 626 (arguing that Congress should amend section 60501 be-
cause it is inconsistent with its initially intended policy). To date, Congress has not
seen fit to do so.

512. Although at first blush it might appear that Congress, rather than federal
law enforcement agencies, is responsible for the impact of section 60501 and Form
8300 on the legal profession, the agencies could have exempted attorneys from
coverage under the form. See 26 U.S.C. § 60501(b)(1) (2002) (granting authority
to Secretary of Treasury to prescribe form for required report); see also Harrington
& Lustig, supra note 6, at 634-35 (describing IRS's adoption of regulations under
section 60501 and noting that IRS "initially contemplated the possibility that the
attorney-client privilege might prevent attorneys from making the required disclo-
sures" but later "flatly reject[ing] any idea that lawyers should be treated differ-
ently") (citations omitted).

513. Other commentators have recognized this "collective impact" threat with
respect to federal money laundering laws. Professors Gaetke and Welling analyzed
how money laundering laws apply to criminal defense lawyers and concluded that
"there is a legitimate, if undocumented, concern about their practical impact on
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tected sphere of the privilege will be followed with additional encroach-
ments and the eventual harm to the privilege will be much greater than
even the most vocal critics initially anticipated. 5 14

IV CONCLUSION

A. The Risks of an Eroded Attorney-Client Privilege

The discussion above of federal law enforcement policies and prac-
tices over the past two decades demonstrates that the protections provided
by the attorney-client privilege and the work product doctrine have been
significantly diminished in recent years. Commentators have recognized
this trend toward diminished privilege protections,5 15 and have analyzed
its impact on particular areas of law.5 16 This Article has examined the
areas in which the privilege has been under attack at the federal level, with
the objective of highlighting the cumulative effect of these attacks. While
it is not possible to quantify, or even to measure with precision, this cumu-
lative effect, the extent of the erosion of privilege protections and the level
of concern about that erosion suggest that the system may be nearing a

our criminal justice system." Gaetke & Welling, supra note 509, at 1167. They
identified significant concerns regarding attorney-client communications:

It is likely that the laws and the publicity surrounding them cause clients
to be more circumspect in the information they disclose to their lawyers,
which may lead to defense lawyers being less informed. Defense lawyers'
fear of the laws may hamper them from giving lawful advice to clients or
otherwise reduce their zeal.

Id. at 1243. They also identified overall systemic concerns: "At the personal level,
the laws may be reducing the quality of the representation received by some de-
fendants charged with serious crimes. More importantly, at the systemic level the
laws may tip the present balance of the adversary process significantly in favor of
the prosecution." Id. This Article shares those concerns, but also seeks to demon-
strate that the overall cumulative effect of federal law enforcement authorities'
many attacks on the attorney-client privilege raises similar concerns with respect to
our entire-civil and criminal-jtstice system.

514. There is some evidence that this may be the case with attorney Form
8300 reports. The Justice Department reportedly is considering requiring attor-
neys (and accountants, which of course does not raise the attorney-client privilege
issue) to file "suspicious activity reports" or "SARs" if they know of or suspect a
money laundering violation or other financial crime. See R. Christian Bruce, Justice
Eyeing Attorneys, Accountants for New Anti-Money Laundering Duties, 34 Svc. REG. & L.
REP. (BNA) 175, 175-76 (Feb. 4, 2002) (discussing Justice Department "efforts to
craft a new response to money laundering that could require attorneys and ac-
countants to file reports of suspicious client activity ..."). Financial institutions
already are required to file such reports, see 31 U.S.C. § 5318(g) (2002), but it is
difficult to imagine how those requirements could be imposed upon attorneys
without significant intrusion into the attorney-client relationship and accompany-
ing invasion of the attorney-client privilege. The fact that such reporting by attor-
neys even is being seriously considered is a consequence, at least in part, of the
precedent established by the Form 8300 reporting requirement.

515. For a list of articles discussing the trend toward diminished privilege pro-
tections, see supra note 6.

516. For a further discussion of the impact of this trend on particular areas of
law, see supra note 7.

[Vol. 48: p. 469
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turning point-a point at which the continued viability of the privilege is
at risk.

Most commentators, and certainly most practicing lawyers, agree that
the attorney-client privilege is an integral element of our legal system.5 17

In 1978 Professor Geoffrey C. Hazard,Jr. offered a compelling articulation
of the modern rationale for the attorney-client privilege:

The attorney-client privilege may well be the pivotal element of
the modern American lawyer's professional functions. It is con-
sidered indispensable to the lawyer's function as an advocate on
the theory that the advocate can adequately prepare a case only if
the client is free to disclose everything, bad as well as good. The
privilege is also considered necessary to the lawyer's function as
confidential counselor in law on the similar theory that the legal
counselor can properly advise the client what to do only if the
client is free to make full disclosure. 51 8

A review of the Supreme Court's attorney-client privilege cases over the
past two decades demonstrates that Professor Hazard's assessment of the
importance of the privilege remains valid today.5 19 A review of federal law
enforcement actions over the past two decades, however, demonstrates
that the privilege is increasingly under attack and at risk.520 If one agrees
that the attorney-client privilege and, perhaps to a lesser extent, the attor-
ney work product doctrine are central to our adversarial system of justice

517. An American Bar Association publication described the importance of
the attorney-client privilege and the work product doctrine, and the concerns of
practicing lawyers regarding loss of the protections provided by those doctrines, as
follows:

Lawyers fret that the protections of the attorney-client privilege and the
work-product protection are being eroded. That concern is hardly sur-
prising. Of all the evidentiary and discovery rules, these two go to the
heart of both the attorney's relationship with a client and with [sic] the
attorney's jealously guarded right to develop litigation strategies without
fear of compelled disclosure to an adversary.

EPSrEIN, supra note 23, at 700.
518. Hazard, supra note 12, at 1061. At about the same time, Professor

Saltzburg aptly described the consequences of unchecked erosion of the attorney-
client relationship:

To imagine what the relationship between an attorney and her client
would be like if no privilege existed, suppose an attorney began a rela-
tionship with a client by giving her the equivalent of Miranda warnings.
An attorney would tell the client that anything the client says could be
used against her and that the lawyer might have to testify about the state-
ment. This obviously seems to be a counter-productive beginning to a
relationship in which one person renders personal help to another.

Saltzburg, supra note 9, at 606-07.
519. For a further discussion of recent Supreme Court decisions affirming the

importance of the attorney-client privilege and work product doctrine, see supra
Part 11.B.

520. For a further discussion of recent attacks on the privilege by federal law
enforcement officials, see supra Part Ill.
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and therefore worth preserving, then the recent developments that are
discussed in this Article beg the question of what should be done to stop
unnecessary attacks on the privilege and prevent further erosion of the
protections that the privilege provides. Some suggested changes in the
policies and practices of federal law enforcement officials are described
below.

B. Suggested Refinements to Federal Law Enforcement Policies and Practices
Relating to the Attorney-Client Privilege

It is unrealistic and unreasonable to assume that law enforcement offi-
cials will simply stop challenging assertions of privilege by the subjects of
investigations and prosecutions, and this Article does not take the position
that those officials should do so. It is realistic and reasonable, however, to
argue that law enforcement officials should consider the cumulative effect
on the justice system of their efforts to overcome assertions of privilege,
and should not simply attack the privilege at every opportunity if doing so
is likely to have an adverse long-term effect on our legal system. When
considered together, the attacks on privilege described in Part III above
and the criticisms that those attacks have provoked suggest three possible
refinements to the approach to privilege issues that federal law enforce-
ment authorities have demonstrated over the past two decades. These re-
finements are subtle, but if consistently employed by law enforcement
officials they should go quite far toward curtailing further erosion of the
privilege.

1. Refinement One: Rely Upon Existing Legal Doctrines, Rather Than Seeking
to Create New Exceptions to the Privilege

As discussed in Part II.C above, a number of existing legal doctrines
are available to protect the interests of law enforcement in instances where
the privilege is abused or its assertion is unwarranted. These checks on
the privilege are already in place in our legal system and are adequate to
ensure that information is not wrongfully withheld from law enforcement
authorities. If a client is misusing legal advice, the crime-fraud exception
is available to overcome assertions of the privilege. The in camera review
procedure and "reasonable belief' standard that the Supreme Court man-
dated in Zolin gives law enforcement authorities the ability to establish that
the crime-fraud exception is applicable without having to overcome un-
duly burdensome procedural requirements. 52 1 The limitations that have
evolved under the law of waiver 522 and the "common interest" doctrine 523

also are available to prevent unwarranted assertions of privilege. Finally,

521. For a further discussion of the crime-fraud exception, see supra Part
II.C.1.

522. For a further discussion of the law of waiver, see supra Part II.C.2.
523. For a further discussion of the common interest doctrine, see supra Part

II.C.3.
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the work product doctrine features a built-in protection against unwar-
ranted withholding of information through the "substantial need and un-
due hardship" exception. 52 4  In most cases these exceptions and
limitations on confidentiality protections should be adequate to ensure
that information is not wrongfully or unfairly withheld from law enforce-
ment officials.

If one of the established exceptions and limitations has not been ap-
plicable in a particular case, however, some federal law enforcement offi-
cials have demonstrated a disturbing enthusiasm for advocating that the
courts create new exceptions to the privilege in order to further law en-
forcement interests in that particular case. This Article takes the position
that elevating the interests of law enforcement in a particular case over the
important systemic interests that are served by the privilege is inappropri-
ate and, in the most egregious cases, an abuse of government power. Two
examples that are discussed in greater detail above illustrate this troubling
trend. The unsuccessful effort of Independent Counsel Kenneth Starr's
office to create a "posthumous exception" to the privilege in the Foster
notes case is an example of prosecutorial overreaching in an effort to over-
come a valid assertion of privilege, as demonstrated by the Supreme
Court's emphatic rejection of Starr's arguments and the Court's strong
affirmation of the importance of the privilege in our legal system. 525 A
second example, in which law enforcement officials succeeded in over-
coming an assertion of privilege-and by doing so created new uncer-
tainty about the application of the privilege to an important area of legal
practice-is the Marc Rich pardon case. 526 Although the prosecutors in
the Rich case convinced a federal judge that the privilege should not apply
to activities the prosecutors characterized as "lobbying" rather than "lawy-
ering," they apparently gained nothing of value to their investigation and
in the process further weakened the confidentiality protections provided
by the attorney-client privilege.

Reasonable minds can differ about the merits of the legal arguments
presented to overcome the privilege in these two cases, and fair-minded
commentators can debate the propriety of the prosecutors' decisions to
advocate new exceptions to the privilege, but there can be no doubt that
the cumulative effect of advocating new exceptions in such cases will be a
weakened privilege. At a minimum, responsible law enforcement officials
should advocate a new exception to the privilege only when a new excep-
tion is consistent with the policies underlying the privilege and will bene-
fit, rather than harm, the justice system as a whole. Advocating an

524. For a further discussion of the "substantial need and undue hardship"
exception to the work product doctrine, see supra Part II.C.4.

525. For a further discussion of recent privilege issues decided by the Court,
see supra Part II.B.1. For a further discussion of the OIC's attack on the attorney-
client privilege while investigating President Clinton, see supra Part III.A.3.

526. For a further discussion of the Marc Rich pardon investigation, see supra
Part III.B.
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exception to the privilege simply to gain either information or a tactical
advantage in a particular case is inconsistent with the responsibility of law
enforcement officials to seek justice rather than simply trying to "win"
cases. Applying this standard, it will be a rare and unusual case in which
advocating a new exception to the privilege will be an appropriate course
of action for a responsible law enforcement official.

2. Refinement Two: Rely Upon Judicial Review, Rather Than Seeking to Avoid
Judicial Scrutiny

Analysis of the attacks on privilege that are described in Part III above
and the criticisms that those attacks have provoked suggests another po-
tential refinement to the approach to privilege issues that should be em-
ployed by responsible law enforcement officials. The law enforcement
policies and practices that have generated the most forceful and wide-
spread criticism are those that have sought to avoid judicial review. The
Justice Department's new prison inmate attorney-client eavesdropping
policy,52 7 its practice of increased use of attorney subpoenas in criminal
investigations, 5 28 and its policy on contacts with represented persons529 all
sought to avoid a requirement of prior judicial approval before engaging
in the controversial practices at issue. In all three instances the Depart-
ment's efforts to avoid judicial review generated substantial criticism and
contributed to widespread concerns and misgivings about the Depart-
ment's policies. This experience suggests that the Department's efforts to
rely on self-regulation alone, with no procedure for prior judicial review,
to oversee and control practices that are perceived to threaten the attor-
ney-client relationship has been misguided. The better approach, and the
one advocated by this Article, is for responsible law enforcement officials
to embrace judicial review procedures and utilize them whenever there is
a need to challenge attorney-client privilege.

3. Refinement Three: Rely Upon Cooperation and Voluntary Disclosure
Programs That Are Based Upon Factual Disclosure, Rather Than
Waiver of Privileges

A final refinement suggested by the recent attacks on the privilege by
federal law enforcement officials arises out of an analysis of the differing
ways federal agencies have developed and administered voluntary disclo-
sure and cooperation policies. This point is best illustrated by a compari-
son of two relatively recent policy statements in this area-the Justice

527. For a further discussion of the new prison inmate attorney-client eaves-
dropping policy, see supra Part III.D.1.

528. For a further discussion of attorney subpoenas in criminal investigations,
see supra Part III.D.2.

529. For a further discussion of the Department ofJustice's policy on contacts
with represented persons, see supra Part III.D.3.
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Department's policy on prosecuting corporations 530 and the SEC's policy
statement on cooperation in enforcement cases. 53 1 The critical difference
between the approaches the two agencies have taken is that the SEC policy
recognizes that a waiver of privilege, as such, need not and should not be
the goal of law enforcement. Rather, the goal should be obtaining rele-
vant underlying factual information. The Justice Department policy, in
contrast, treats waiver of privileges as a condition of obtaining credit for
cooperation. Fortunately, this important difference in the two policies
presents an opportunity for federal law enforcement authorities to choose
the better of two approaches, rather than a situation in which a complete
change in existing policy is required.

A requirement that all relevant factual information be disclosed (per-
haps including factual attorney work product, but not opinion work prod-
uct or attorney-client communications) is sufficient to meet the needs of
law enforcement authorities in all cases except those in which there is
credible evidence of attorney involvement in wrongdoing. In those cases
the law enforcement authorities can overcome the privilege under existing
law, through the crime-fraud exception, without coercing waiver in all
cases. The SEC's cooperation policy represents a substantial step toward
recognition of these important considerations, but the Justice Depart-
ment's corporate prosecution policy does not adequately address these is-
sues. Moreover, the cooperation and voluntary disclosure policies of other
federal agencies, such as the EPA53 2 and the HHS,5"3 also do not ade-
quately address these considerations. The consequence of that failure is
voluntary disclosure programs that create excessive and unnecessary pres-
sure to waive the protections of the attorney-client privilege and the work
product doctrine. When waivers of privilege are required or coerced, even
indirectly, fundamental values in our legal system are unnecessarily under-
mined. Responsible government officials should not pursue that course of
action. Rather, they should clarify-as the SEC to some extent has done-
that waiver per se is neither a requirement nor an objective of these
programs.

For all of these reasons, voluntary disclosure and cooperation policies
should require only that relevant factual information be provided to law
enforcement authorities. Those authorities have no need for legal analysis
of private defense counsel unless the subject of the investigation is seeking
to make some improper use of that advice or the law enforcement authori-
ties have reason to believe that the crime-fraud exception applies to the

530. For a further discussion of the Department of Justice's policy on the
prosecution of corporations, see supra Part IlI.C.2.

531. For a further discussion of the Security and Exchange Commission's new
cooperation policy, see supra Part III.E.

532. For a further discussion of the Environmental Protection Agency's volun-
tary disclosure program, see supra Part III.F.3.

533. For a further discussion of the Department of Health and Human Ser-
vices' provider self-disclosure protocol, see supra Part IIl.F.4.
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advice. In either of those cases, current law provides the means for law
enforcement authorities to overcome the privilege5 - 4 without coercing
waivers in all cases through a voluntary disclosure or cooperation policy.
Moreover, withholding or revoking the benefits of cooperation if facts are
withheld or presented inaccurately should provide sufficient protection
against incomplete or misleading disclosures. This more refined and care-
fully calibrated approach to voluntary disclosure and cooperation policies
both furthers law enforcement objectives and protects the policies under-
lying the attorney-client privilege and the work product doctrine.

C. Concluding Observations

In addition to the three specific refinements of law enforcement poli-
cies and practices that are discussed above, analysis of federal law enforce-
ment authorities' attacks on the privilege over the past two decades
prompts some general observations. First, this is not an area in which the
end (law enforcement objectives) always will justify the means (overriding
and eroding the protections provided by the attorney-client privilege and
the work product doctrine). The values underlying the privilege and the
work product doctrine are simply too important to our legal system, as the
Supreme Court has consistently recognized over the past twenty years.
Second, misguided and overzealous attacks on the privilege are inconsis-
tent with the responsibility of law enforcement officials to support our sys-
tem ofjustice. Attacking the privilege to gain information or an advantage
in a particular case poses real and substantial risks to the system as a whole
and is an inappropriate course of action for federal law enforcement offi-
cials to pursue. These risks have been unnecessarily magnified over the
past two decades, as shortsighted law enforcement officials have pursued
policies that have resulted in significant erosion of the protections pro-
vided by the privilege. In sum, responsible law enforcement officials
should respect and protect the privilege, rather than attacking it at every
opportunity.

As a final observation, there can be no doubt that the attorney-client
privilege today is a significantly diminished legal doctrine compared with
the state of the law even twenty years ago. The legal developments that are
analyzed in this Article without question have eroded the confidentiality
protections provided by the privilege. Two decades ago a lawyer could
have a high level of confidence that his or her communications with cli-
ents and opinion work product were-and would remain-immune from
discovery by adversaries and government investigators. Today, it is unwise
for any lawyer to make that assumption. To the contrary, a prudent attor-
ney today will assume that there is a significant risk that the same materials
may be discovered by adversaries or obtained by government investigators
and will counsel clients and conduct himself or herself accordingly. The

534. For a further discussion of the crime-fraud exception, see supra Parts
II.C.I. For a further discussion of waiver, see supra Part II.C.2.
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question that remains is whether this erosion of the privilege will continue

unchecked, with the ultimate outcome that the presumption of confiden-
tiality is completely reversed and the privilege is lost entirely. The objec-
tive of this Article is to help avoid that unfortunate result.

V. ADDENDUM: THE SARBANES-OXLEY ACT OF 2002

In July of 2002, as this Article was being completed, Congress passed

and President Bush signed into law sweeping corporate reform legislation,

the Sarbanes-Oxley Act of 2002. 5
-

5 The passage of that legislation was pre-

cipitated, at least in part, by the corporate financial scandals that are refer-

enced at the beginning of this Article. 536 Among other things, the

Sarbanes-Oxley Act provides for the creation of a new public accounting
oversight board, imposes new reporting and corporate governance rules

on public companies, imposes new rules and requirements on accounting
firms that audit public companies, and establishes new criminal penalties

for securities fraud, destruction of documents, and knowingly filing false
certifications of the accuracy of public company periodic reports that con-

tain financial statements.5 3 7 One provision of the Act, however, is particu-
larly relevant to the attorney-client privilege issues that are the subject of

this Article. Section 307 of the Act provides as follows:

Not later than 180 days after the date of enactment of this Act,

the [Securities and Exchange] Commission shall issue rules, in
the public interest and for the protection of investors, setting

forth minimum standards of professional conduct for attorneys
appearing and practicing before the Commission in any way in

the representation of issuers, including a rule-
(1) requiring an attorney to report evidence of a material viola-

tion of securities law or breach of fiduciary duty or similar viola-
tion by the company or any agent thereof, to the chief legal

counsel or the chief executive officer of the company (or the
equivalent thereof); and
(2) if the counsel or officer does not appropriately respond to
the evidence (adopting, as necessary, appropriate remedial mnea-

sures or sanctions with respect to the violation), requiring the

attorney to report the evidence to the audit committee of the

board of directors of the issuer or to another committee of the
board of directors comprised solely of directors not employed

directly or indirectly by the issuer, or to the board of directors. 538

535. 15 U.S.C. § 7201, et seq. (2002) available at http://frwebgate.access.gpo.
gov/cgi-bin/getdoc.cgi?dbname=1 07_cong-bills&docid=f:h3763enr.txt.pdf (last
visited Feb. 7, 2003) [hereinafter Sarbanes-Oxley Act].

536. For a further discussion of the corporate and financial scandals of the
1980s and 1990s, see supra Part I.

537. See Sarbanes-Oxley Act, supra note 535.
538. Id. § 307 (2002) (providing rules of professional responsibility for

attorneys).
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As this Article was being prepared for publication, the Securities and
Exchange Commission proposed implementing rules that go beyond the
"reporting up the corporate ladder" requirement in the text of section
307, set forth above. 539' The initial SEC rule proposal also imposed a "re-
porting out" requirement on counsel who do not receive an "appropriate
response" to their internal reporting of a violation. Under the initial SEC
proposal, outside counsel who do not receive an appropriate response
from the company are required to effect a so-called "noisy withdrawal" by
withdrawing from the representation and disaffirming any submissions to
the Commission that they have participated in preparing that are tainted
by the violation.54 11 In-house attorneys are not required to resign, but they
are required to disaffirm any tainted submission they have participated in
preparing. 54 1 In addition, the initial proposed rule provided that an attor-
ney who reasonably believes that he or she has been discharged by a com-
pany for fulfilling the reporting obligations imposed by the rule may, but
is not required to, notify the Commission and disaffirm in writing any sub-
mission to the Commission that he or she participated in preparing that is
tainted by the violation. 54 2 Remarkably, the SEC has taken the position
that "notification to the Commission under [the proposed rules] does not
breach the attorney-client privilege." 543

This Addendum obviously is not an appropriate vehicle for exanin-
ing the SEC's attorney-client privilege position. Courts and commentators
will no doubt expend considerable energy doing so if a "reporting out"
rule is ultimately adopted. Two points that are of particular relevance to
the issues discussed in this Article should be noted, however. First, it is

539. See Proposed Rule: Implementation of Standards of Professional Conduct for At-
torneys, 17 CFR Part 205, SEC Rel. Nos. 33-8150, 34-46868 (Nov. 21, 2002) [herein-
after 2002 SEC Release] available at http://www.sec.gov/rules/proposed/33-8150.
htm. On January 24, 2003, the SEC approved a "reporting up" rule, but extended
the comment period on the "noisy withdrawal" provisions of the original proposed
rule and approved the publication for comment of an alternative proposal. See
SEC Adopts Attorney Conduct Rule Under Sarbanes-Oxey Act, SEC Press Release 2003-
13, Jan. 23, 2003, available at http://www.sec.gov/news/press/2003-13.1htm ("The
Commission voted to extend for 60 days the comment period on the 'noisy with-
drawal' and related provisions originally included in proposed Part 205. Given the
significance and complexity of the issues involved, including the implications of a
reporting out requirement on the relationship between issuers and their counsel,
the Commission decided to continue to seek comment and give thoughtful consid-
eration to these issues. The Commission also voted to propose an alternative to
'noisy withdrawal' that would require attorney withdrawal, but would require an
issuer, rather than an attorney, to publicly disclose the attorney's withdrawal or
written notice that the attorney did not receive an appropriate response to a report
of a material violation."). At the time of this writing it is unclear precisely what
form the final rtle will take.

540. See 2002 SEC Release, supra note 539, § IV.B (summarizing "noisy with-
drawal" and related provisions of Part 205).

541. See id. (comparing and contrasting differences in obligations of "outside"
attorneys and "in-house" attorneys).

542. See id. (discussing obligations of formerly employed attorneys).
543. Id.
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noteworthy that the text of the statute, quoted above, imposes only inter-
nal reporting requirements. Compliance with the requirements does not
raise attorney-client privilege issues, while both the SEC's initial proposed
rule and the revised rule announced on January 23, 2003 go beyond the
statute544 and require external reporting requirements that raise serious
attorney-client privilege issues. In this regard, the SEC's proposed rules
are a striking example of the trend that is the subject of this Article-the
recent willingness of federal law enforcement agencies to adopt policies
that threaten and undermine the attorney-client privilege. "5 45

Second and finally, whether adopted in the initial proposed form or
in the revised form announced by the SEC on January 23, 2003,546 the
SEC rules no doubt will have a significant effect upon the relationship
between attorneys and clients in the context of corporate representations.
While it is impossible to predict the magnitude of that effect at this time-
before final rules are adopted and subjected to judicial review-it is un-
likely that the SEC's "noisy withdrawal" outside reporting approach could
have a positive effect on the attorney-client privilege. In fact, if enacted in
a form that mandates an "involuntary reporting out" obligation, whether
by the attorney or by the client, the SEC rules implementing section 307 of
the Sarbanes-Oxley Act could well prove to be the law enforcement straw
that breaks the metaphorical attorney-client privilege camel's back, at least
in the context of attorneys representing publicly held companies.

544. The SEC presumably reads the "including a rule" language in section
307, set out above, as providing the agency with statutory authority to promulgate
rules in addition to the "reporting up" through the corporate hierarchy rule that is
specifically required by the Act. Even if that is the case, whether the SEC's pro-
posed "noisy withdrawal reporting out" rule is a wise exercise of the agency's
rulemaking authority is a separate question.

545. It is particularly disappointing that this proposal comes from a federal
agency that in other contexts has shown greater sensitivity to, and sophistication in
addressing, privilege issues. For a further discussion of the SEC's new cooperation
policy, see supra Part III.E.

546. For a further discussion of initial proposed rule and the revised rule an-
nounced on January 23, 2003, see supra note 539.
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